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Mpeaucnosne

Llerm v npyHUunbl ctangaptusaumm B Poccuimnckon denepaumm ycTaHOBIEHDI
denepanbHbiM _3akoHOM OT 27 aekabpa 2002 r. N 184-®3 "O TexHu4eckom
perynnmposaHun”, a npasuna NnpuMMeHEeHNa HauuoHarnbHbIX CTaH4apToB Poccunckon
®epepaummn -OCT P 1.0-2004 "CtaHgapTtmsauma B Poccunckon Pepepauunm.
OcHoBHbIe nonoxeHnsa"

CBepneHus o craHpapTte

1 MOAIOTOBJIEH O6wecTBOM C orpaHN4eHHOM OTBETCTBEHHOCTLIO "[TMHC-M"
(OO0 "IlMHCc-M") Ha ocHoBe COBCTBEHHOrO ayTEHTUYHOro nepeBofda CTaHOapTa,
yKasaHHOro B NyHkTe 4, a Takxe deneparnbHbIM rocyaapCTBEHHbIM yYpeXaeHeM
"locygapcTBeHHbIM  Hay4YHO-UCCIie4oBaTEeNbCKUA  UCMbITATENbHBIA  UHCTUTYT
npobrnem TexHM4yeckonm 3aumTbl WHGopMauun depepanbHOM  CRyxObl MO
TeXHUYeCKomy 1 akcnopTHoMy KoHTporo" (PIrY MTHNN MT3N CTIK Poccum)

2 BHECEH TexHnmyeckmm kommutetoM no cTaHgaptmsauum TK 10
"NepcnekTBHbIE NPON3BOACTBEHHbIE TEXHONOMMU, MEHEL)KMEHT M OL,eHKa pUCKOB"

3 YTBEPXOEH W BBEOEH B OEWCTBUE T[pukasom denepanbHOro
areHTCTBa N0 TEXHUYECKOMY pPerynmpoBaHuto 1 metposorum ot 19 aekabps 2006 r.
N 317-cT


http://docs.cntd.ru/document/901836556
http://docs.cntd.ru/document/1200038794

4 HacTtoswmn ctaHgapT uaeHTudeH mexayHapogHomy ctaHgapty MCO/MOK
13335-1:2004. "MHdopmaLnoHHas TEXHOSIOIUSL. MeToabl obecnevyeHuns
©e3onacHocTw. MeHemxmveHT ©e3onacHocTn NMHPOPMaLMOHHBIX n
TENeKOMMYHMKAUMOHHbLIX  TexHorormin. Yacte 1. KoHuenums w©n  mogenu
MeHekMeHTa 6e30nacHOCTM  MHPOPMAUMOHHBIX W TENeKOMMYHUKALMOHHBIX
TexHornornn" (ISO/IEC 13335-1:2004 "Information technology - Security techniques -
Management of information and communications technology security - Part 1:
Concepts and models for information and communications technology security
management").

HanmeHoBaHue HaCcTOSALEro cTaHgapTa M3MEHEHO  OTHOCUTESNBHO
HaMEHOBaHNA YyKa3aHHOro MeXOyHapoaHOro cTaHgapTa Ana npyvBedeHus B
cootBeTcTBME Cc [OCT P 1.5-2004 (NyHKT 3.5)

5 BBEOEH BINEPBbIE

UHpopmayus 06 usmeHeHUsIX K Hacmosiuemy cmaHOapmy nybrnukyemcsi 8
€Xe200HO  u30asaeMoM  UHopMauyUoHHOM  ykazamersne  "HauyuoHarbHble
cmaHOapmsbl”, @ meKkcm U3MeHeHUU U rlorpasoK - 8 eXeMecsYHO u3dasaeMbiX
UHbopMayUoOHHbIX yKaszamernsx "HayuoHarnbHble cmaHOapmel”, B criydae
nepecmompa (3aMeHbl) unu OMMEHbI Hacmosiue20 cmaHOapma
coomeemcmeyouiee ysedomrieHue 6ydem orybriukogaHO 8 eXeMeCsS4YHO
usdasaeMoM UHGOpPMaUUOHHOM ykazamerne "HayuoHarnbHble cmaHOapmbl”.
Coomeemcmaeyrowasi UHgopmayusi, y8edoMIIEHUST U MeEKCMbl pa3mewaromcs
makxe 8 UHghopmayuUoHHOU cucmeme obuwe2o rosib308aHuUs - Ha oguyuaribHOM
caime ®eldepanbHO20 azeHmcmea 10 MEeXHUYECKOMY pea2yriupogaHuro U
Memporioauu 8 cemu MIHmepHem

BHECEHA nonpaska, onybnnmkosanHas B Y C N 7, 2007 rog

[MonpaBka BHeCeHa n3rotoButenem 6asbl AaHHbIX

1 O6nacTb NpUMEHEHUS

Hactoauwmin ctaHgapT npeacTtaBndeTr cobon pykoBOACTBO MO YrpaBIieHUIO
6e30MnacHOCTbI0 MHPOPMALIMOHHBIX U TENEKOMMYHUKAUNOHHBLIX TexHonornn (UTT),
yCTaHaBNMBaET KOHUENUUI0 1 MOoAenn, nexawme B ocHoBe 6a30BOro NOHUMaHWUS
6esonacHocTn NTT, n packpbiBaeT obwpme BONpOChl ynpaBneHusi, KOTOPbIe BaXKHbI
A1 yCnewHoro niiaHMpoBaHus, peanu3aunn n nogaepxkun 6esonacHoctn ATT.

Llenbto HacTosiero ctaHgapta siBnsgeTcss dopMmMpoBaHMe OBLLMX MOHATUA U
moaenen ynpaeneHust 6esonacHocTbio UTT. [NpuvBedeHHble B HEM MONOXEHUS
HOCAT ObWMIA XapakTep U NPUMEHUMbl K pas3fiMdHbIM MeTodaMm YrnpaBIieHUs U
opraHmsauusiM. Hactoaumn cTaHgapT paspabotaH Tak, 4TO NO3BOSAET
npucnocabnmeaTb ero noroXeHus K NoTpebHOCTAM opraHM3aum U1 CBOMCTBEHHOMY
en cTunio ynpaereHuda. Hactoswmn ctaHgapT He paspabaTbiBaeT KOHKPETHbLIX
Nnoaxo4oB K yrpasrieHno 6e30nacHOCTLIO.

2 TepMuHbI U onpepeneHus


http://docs.cntd.ru/document/1200038796

B HacToswem cTtaHgapte npuMeHeHbl TepMuHbl no WCO/MOK 17799,
NCO/MOK 13335-4, a Takxke cregyloume TepMUHbl C COOTBETCTBYHOLLMMU
onpeneneHnsIMu:

2 . 1nopgotyetHocts  (accountability): CeouncTtBo, obecnevmBaroLlee
OQHO3HA4YHOE NpocreXxmBaHe ENCTBMIN NOBOro lormyeckoro o6 LekTa.
[MCO/MOK 7498-2]

2.2 akTmBbI (asset): Bce, 4TO MMeeT LeHHOCTb AN1A opraHM3aLuu.

2.3 ayreHMYHOCTb (authenticity): CBOMCTBO, rapaHTUpytoLLee, YTO CYObEKT Unn
PECYPC MOEHTUYHbI 3aSBNEHHbIM.

MpumevaHne - AyTEHTUYHOCTb TMPUMEHSAETCS K TakuM CcybbekTam, Kak
nonb3oBaTenn, K npoLeccam, cucteMam U MHgopmaw mu.

2.4 poctynHoctb (availability): CBoMCTBO 0b6bekTa HaxoAuTbCS B COCTOSIHUM
FOTOBHOCTM W WCMOMb3yeMOCTM MO 3anpocy aBTOPU30BAHHOIO JIOrMYECKOro
obbekTa.

[MCO/M3K 7498-2]

2.5 6a3oBble 3awmTHbIe Mepbl (baseline controls): MuHuUManbHbIM Habop
3aLLUTHBIX Mep, YCTaAHOBSEHHbIVN ANSi CUCTEMbI UM OpraHn3aLun.

2 .6 koHpmaeHumanbHocTb (confidentiality): CBoncTtBO MHOpMaumM ObiTb
HEeOCTYNHON M 3aKpbITON AN HeaBTOPU30BAHHOIO WHOMBMAYYMA, JFIOrMYecKoro
o6bekTa unm npovecca.

[MCO/M3K 7498-2]

2.7 koHTpOnb (control): -

MpmevaHue - B KOHTEKCTe B6e3onacHocTH MHJpOPMaLMOHHO-
TENEeKOMMYHNKALUMOHHbLIX TEXHOSIOMMA  TepMWUH "KOHTPOSb" MOXEeT CYMTaTbCS
CUHOHUMOM "3aLLMTHOM Mepbl” (CM. 2.24).

2 . 8 pekomeHaauun (guidelines): OnucaHune, nosicHAWOWEe OENCTBUS W
cnocobbl MX BbINOSHEHMS, HEOBX0ANMbIE AN AOCTUXEHUS YCTAHOBIEHHbIX Lienen.

2 . 9Bo3pgeuctBue (impact): PesynbtaT HexenaTtenbHOro UMHUMOEHTA
NMHJpopMaLIMOHHON 6e30nacHOCTW.



2.10 nHUunMpeHT uHcdpopmaumoHHon OesonacHocwm (information security
incident): Jlto6oe HenpenBuaeHHOE UMM HexenaTernbHoe cobbiTue, KOTOpoe MOXET
HapyLWNTb AeATeNbHOCTb U MHGOPMAaLMOHHYO B6e30MacHOCTb.

MpumeyaHue - HungeHTamm nHgopmMaunoHHoOn 6e30nacHOCTM SBMASOTCS:
- yTpaTa ycnyr, obopyaoBaHusi Ui YCTPOWUCTB;

- CUCTEMHbIE COOUN U NeperpysKku;

- OLLMOKM Nonb3oBaTenewn;

- HecobnogeHne NONTUK UM PpeEKOMeHAaLUnm;

- HapyLLUeHNe U3NYECKMX Mep 3alLUUThI;

- HEKOHTPOSIMPYEMbIE N3SMEHEHUSA CUCTEM,;

- cbom nporpaMmmHOro obecnevyeHnst n OTkasbl TEXHUYECKUX CPEACTB;

- HapyLLUeHWe npasun gocTyna.

2 . 1 1 6e3onacHocTb WH OpMaLIMOHHO-TEeNNEe KOMMYHUKALUOHHbIX
TexHonorun (6esonacHocts UTT) (ICT security): Bce acnekTbl, CBsi3aHHble C
onpedeneHneMm, [OOCTWXEHMEM U MogaepXaHueM  KOHdwmaeHumanbHOCT!,
LLENOCTHOCTN, AOCTYNHOCTWN, HEOTKA3yeMOCTW, NOAOTYETHOCTU, ayTEHTUYHOCTU U
A0CTOBEPHOCTU MHAOPMALIMOHHO-TENEKOMMYHMKALMOHHBIX TEXHOSOMMNA.

2.12 nonumka 6e3onacHoC™ WH¢ OpMaLMOHHO-TE e KOMMYHMUKALMOHHbIX
TexHonorun (nonumka 6e3onacHocm WUTT) (ICT security policy): Npasuna,
OVPEKTUBbI, CrIOXMBLUAACS NpPaKTMKa, KOTOpble OonpefenstoT, Kak B npegenax
opraHm3auumm ”n ee  NHGPOPMALMOHHO-TENEKOMMYHUKALMOHHBIX  TEXHOMOMMN
ynpaBnsaTb, 3aWmaTb W pacnpenendtb akTMBbl, B TOM YUCME KPUTUYHYIO

NMHJpopMaLnio.

2 .13 cpeactBo(a) o6Gpabotkm wuHcpopmaumm (information processing
facility(ies)): Jlwwbas cuctema 06paboTkn  mHGOpMauunW, CcepBUC UM
MHJOPACTPYKTYpa, Uinn NX usnyeckmne Mecta pasmeLleHns.

2.14 nvudpopmaumoHHana 6e3onacHocTtb (information security): Bce acnekTsl,
CBsi3aHHble c onpeaeneHnem, AOCTVKEHMEM 7 noagepxaHnem
KOH(maeHuMansHoCTw, LL€NOCTHOCTWN, AOCTYMHOCTW, HEeOTKa3yemocCTH,
NoAgoOTYETHOCTN, AaYyTEHTUYHOCTU U OOCTOBEPHOCTU MHAOPMaLUN UM CPEACTB ee
o6paboTku.

2.15 uenoctHocTs (integrity): CBOMCTBO COXpaHEHUs NPaBUITbHOCTU U MOMHOThI
aKTUBOB.

2.16 HeoTKa3ye MOCTb (non-repudiation): CnocoBHOCTL YAOCTOBEPATL MMEBLLEE
MECTO OEeNCTBME UM COObITUE TakK, YTOObI 3TN COOLITUS UM AENCTBUSA HE MO
ObITb NO3)Ke OTBEPTHYThI.

[MCO/MBK 13888-1, MICO/MOK 7498-2]

2.17 poctoBe pHOCTL (reliability): CBOMCTBO COOTBETCTBUSA NPeaycCMOTPEHHOMY
noBeaEeHNIO U pe3yNibTaTam.

2.18 octatouHbin puck (residual risk): Puck, ocTtalowpmmics nocre ero
o6paboTKu.



2.19 pwuck (risk): NoTeHUnaneHas onacHOCTb HaHeceHus ywepba opraHnsauumn B
pesynbrate peanu3auuMm HEKOTOpPOM Yrpo3bl C UCMOSb30BaHUEM YA3BUMOCTEN
aKTuBa Unu rpynnbl akTUBOB.

MpumeyaHue - OnpegensieTcsl Kak codeTaHue BEPOSTHOCTU COOLITUS U ero
nocneacTBUN.

2.20 aHanu3 pucka (risk analysis): Cuctematnyeckuin npouecc onpeneneHus
BEMMYMHbI pUCKa.

2.2 1oueHka pucka (risk assessment): [lpouecc, o06BbegUHAOLLNIA
naeHTnmnkau o pucka, aHanms pucka n oLeHMBaHue pucka.

2 .2 2 MeHemXMeHT pucka (risk management): [MonHbln  npouecc
naeHTnMKaLmmn, KOHTPOrs, YCTPaHEHUST UK YMEHbLUEHNSI NOCMNEACTBUI ONacHbIX
CObObITUA, KOTOpble MOryT oOKa3aTb BIMSHWE Ha pecypcbl WH(OPMaLMOHHO-
TENEKOMMYHMKALMOHHbBIX TEXHOSOMMIA.

2.23 obpabotka pucka (risk treatment): MNpouecc Bbibopa n ocyLlecTBNEHUN
Mep no Moaundomkaumm pucka.

2.24 3awmTtHan mepa (safeguard): CrnoxuBlUadca NpakTuKa, npoueaypa wunm
MexaHu3M 06 paboTkm pucka.

MpumeyaHne - CnegoyeT 3aMeTuUTb, YTO MOHATME "3awmTHas Mepa" MOXeT
CUYMTATbCS CUHOHUMOM MOHATUIO "KOHTPOSL" (CM. 2.7).

2.25yrpo3a (threat): lNoTeHumanbHas NpuYMHaA WHUMOEHTA, KOTOPbIM MOXET
HaHeCTM yLepb cucTeme unmn opraHnsauuu.

2.26 ya3BumocTb (vulnerability): CnabocTb OQHOrO MM HECKOSbKUX aKTMBOB,
KoTopasi MoXeT ObITb MCNOoSb30BaHa O4HOW UMM HECKOSTbKUMU YrpO3aMu.

3 KoHuenuuu 6e3onacHOCT U B3aUMOCBSA3U

3.1 MpuHUMNBLI 6e30NacHOCTU



ana co3gaHus 3pPeKTUBHOMN nporpaMmmb B6esonacHocTH NTT
dyHOaAMEHTanNbHbIMU ~ SBIAIOTCA  Creaylolme  BbICOKOYPOBHEBbIE  MPUHLMNMbI
BGesonacHoCTu:

- MEHEeDKMEHT puUcKa - aKTUBbl OOIPKHbI ObiTb 3alMLLEHbl MYyTEM MPUHATUA
COOTBETCTBYIOLLMX Mep. 3almTHbIE MepPbl AOSPKHbI BbIOUPaTLCS N NPUMEHSTLCS Ha
OCHOBaHUM COOTBETCTBYIOLLIEN METOAONOMMN YrpaBlieHNs puUCKaMn, KoTopas,
Ncxoadsi U3 akTMBOB OpraHu3auuu, yrpos, Y93BUMOCTEN U PasfIMYHbIX BO34ENCTBUN
yrpo3, ycTaHaBfnvMBaeT [OMyCTMMble pPUCKM W  YYUTbIBAET CYLUECTBYKOLLME
OorpaHVNYeHns;

- obgasatenbctBa - BaxHbl o0b0g3aTenbcTBa oOpraHuMsauunm B obnacTtu
6esonacHocTn ATT n B ynpaeneHun puckamn. [na gopmMmpoBaHust oba3aTtenscTs
criegyeTt pasbACHUTbL NpenMyLecTBa OT peanmsaumm besonacHocTn ATT;

- cnyxebHble 06513aHHOCTN U OTBETCTBEHHOCTb - PYKOBOACTBO OpraHu3auuu
HeceT OTBETCTBEHHOCTb 3a obecneyeHne 6Ge3onacHocTU akTmBoB. CryxebHble
06513aHHOCTN U OTBETCTBEHHOCTb, CBf3aHHble ¢ Oe3onacHocTbio UTT, AOMmMKHbI
ObITb OnpefeneHsl U JoBeAeHbl 10 CBEAEHWS NepcoHana;

- uenu, cTparermm W NOMUTUKA - YnNpaBfieHWe puckamu, CBA3AHHLIMU C
6e3onacHocTblo UTT, OO/MKHO OCYLLECTBMATLCA C Yy4EeTOM LEenen, ctpaTerni u
NONUTUKM OpraHM3aLnu;

- YNpaBneHe X13HEHHbIM LIMKIIOM - ynpasneHune 6e3onacHocTbio UTT JormkHO
ObITb HENPEPbLIBHLIM B TEYEHME BCETO NX XXM3HEHHOIO LMKNA.

Hwke ¢ nosuumn dyHaameHTanbHbIX NPUHLMNOB Ge30nacHOCTU NpUBEAEHO
OnMcaHne OCHOBHbIX KOMMOHEHTOB 6e30MacHOCTWN, BOBMIEYEHHbIX B MPOLECC
ynpaeneHms 6e3onacHOCTbiO, U UX CBA3K. [NprBeaeHbl XapakTEPUCTUKN KaxKOoro
KOMMOHEHTA M YKa3aHbl OCHOBHbIE COMPSPKEHHbIE C HUM (baKTopbl.

3.2 AKTUBbI



[MpaBunbHOE ynpaBfeHve akTMBaMu SABNSETCH  BaXHeMWwuMm  dpakTopoMm
yCnewHon OesaTenbHOCTU OpraHu3aumm U OCHOBHOW 06S13aHHOCTBIO BCEX YPOBHEW
pykoBoAcTBa. AKTMBbI OpraHusauuMmM MOryT paccMaTpuBaTbCHA KakK LLEeHHOCTU
opraHu3aumm, KOTopble [AOSPKHbI MMETb FapaHTUPOBAHHYH 3awmTy. AKTMBbI
BKItOYaloT B ceb4 (HO He orpaHnYmMBatoTCS):

- MarepuvasnbHble akTuBbl (HanpuMep BblYUCIUTENbHbIE CpeacTBa, cpencTea
CBS13U1, 34aHUSA);

- MH(popMaLKto (gaHHbIE) (HanpuMep OOKYMEHTbI, 6a3bl AaHHbIX);

- NporpaMmmHoe obecneyeHue;

- CNOCOBHOCTL NPOM3BOANTL NPOAYKT UMK NPeaOoCTaBNATb YCNyry;

- noaen;

- HemaTepuarnbHble pecypchbl (HanpuMep NPeCTUX UpMbI, penyTauuio).

HeBo3MOXHO paspabotatb W MoA4AEpXMBaTb YCMELWHY nporpaMmMmy Mo
0e3onacHOCTN, ecnn He MAeHTUMLMPOBaHbI akTUBbI OpraHusauun. Bo mHormx
cryyasx npouecc naeHTumkaumm akTMBOB U YCTAHOBIIEHUST UX LLEHHOCTU MOXET
OblTb NPOBEAEH Ha BEPXHEM YPOBHE M He TpebyeT A0POroCTOALEN, AeTanbHON U
anvTtensHon npouenypbl. CTeneHb getanus3auum AaHHOWM npoueaypbl O0SPKHA
ONpeaenaTbCsl OTHOLUEHWMEM BENMYUHBbI BPEMEHHBLIX M (MHAHCOBLIX 3aTpaT K
LLEHHOCTN aKTuBoB. Bo Bcex cniydasdx cTeneHb AeTanusauumm AospkHa OblTb
YyCTaHOBIEHA, Ucxoas 13 uenen 6e3onacHoCTI.

XapakTepnUCTUKM aKTUBOB, KOTOpble HEOBXOAMMO PacCMOTPETb, BKIKOYalOT B
cebs cnegylowpme BENMYUHbBI:  LEHHOCTb, YYyBCTBUTENbHOCTb akTMBOB, W
UMeIoLLMECS 3aLlUMTHbIE Mepbl. Hannume KOHKPETHLIX Yrpo3 yA3BUMOCTU BIIUSAET Ha
TpeboBaHMA K 3awmTe akTMBOB. BHelwHue ycnoBusi, coumanbHas M npaBoBasi
cpeaa, B KOTOPbIX OpraHn3aLu st OCyLUECTBIIAET CBOK AEATENbHOCTb, MOMYT BNUSATb
Ha aKTMBbl, WX CBOMCTBA W XapakTepucTukn. OCOBEHHOCTM B YMNOMSAHYTbIX
YCNOBUSAX MOMyT MMETb CYLLUECTBEHHOE 3HayeHMe ANd  MeXxayHapoaHbIX
opraHu3aumm n TPaHCKOHTUHEHTarnbHoro ncnosnb3oanHms UTT.

OcHoBbIBasiCb Ha onpeaeneHnn yrpo3 n ya3BuMoCTEN U X KOMOUHALIMKN, MOXHO
OLUEHUTb pPUCK W BbliOpaTb 3aWwMTHble Mepbl W, TEM CaMbliM, MNOBLICUTb
©e3onacHocTb akTMBOB. [lanee HeobXxoaAMMO OLEeHMBATb OCTaTOYHbIM PUCK ANN
TOro, YTOObI ONpPeaennTb, aaekBaTHO N 3aLlUMLLEHbI aKTUBbI.

3.3 Yrpos3bl

AKTMBbI NOABEPXEHbI MHOMMM Budam yrpo3. Yrposa obnagaetr cnocobHOCTbIO
HaHOCUTb yLepb akTuBam u, crieqoBaTesibHO, OpraHu3aumm B LiesioMm. JToT yepb
MOXET BO3HMKaTb M3-3a aTaku Ha uHdopmauuto, obpabarteiBaemyto ATT, Ha camy
CUCTEMY WM WHble PecypcCbl, MNPMBOAS, Hanpumep, K KX HeaBTOPU30BaHHOMY
paspyLUEHMIO, pPacKpbITUO, MogudmKauun, nopve, HeAOCTYNHOCTM UK noTepe.
Yuwepb aktneam MoOXeT OblTb HaHeCEeH TOMbKO MPWU HamnMyYum y HUX YSA3BUMOCTW.
Yrpo3bl MOryT ObITb €CTECTBEHHOIO NPOUCXOXOEHMS NN CBA3aHbI C YenoBe4YeCKUM
daktopoMm. B nocnegHem cnyyae yrpo3bl MOryT OblTb CllydanHbIMW UK
LeneHanpasneHHbIMW. [Npumepbl yrpo3 npuBedeHbl B Tabnuvue 1. Yrposbl, Kak
cliydanHble, Tak WU NpegHamepeHHble, OOMkHbl ObiTb MOEHTUAMLUPOBaAHbI, a KX
YPOBEHb M BEPOSATHOCTb BO3HWUKHOBEHWS LOMMKHbl OblTb OueHeHbl. 1o MHOorum
Buaam yrpos cpegbl cobpaHbl CTaTUCTUYECKNE AaHHbIE. DTU AaHHble MOryT 6biTb
NCNOmb30BaHbl OpraHn3aLnen nNpu oueHKe yrpos.



Tabnuua 1 - MNpumepsbl yrpo3

Yrpo3bl, 00yCrnoBreHHbIE YeNoBEYECKMM bakTOPOM

LeneHanpaBJieHHble

clyvyaviHble

Yrposbl cpeqpbl

MogcnywmBaHne/nepexsar.

ATaka xakepa Ha CUCTeMY.

3rioHamMepeHHbIN Kofa.

XuLLeHne

Moaundomkaumsa nHgopmaumn.

OwmbKn 1 ynyweHus.

Ypnanexve ganna.

Owmbka
MapLLpyTU3aLuuu.

MaTtepuarbHble
Hec4yacTHble crny4am

3emMmneTpsiceHue.

MonHwus.

HaBoaHeHwue.

Moxap




Yrpo3bl MOryT 6bITb TakXe HamnpasfeHbl Ha OTAeNbHble cneymdmyeckne 4yacTu
opraHu3aumu, Hanpumep, Ha paspyLleHne BblYUCIUTENbHbLIX CpeacTB. HekoTopble
yrpo3bl MOryT ObITb 0OLLMMK 1151 BCEW opraHu3aumm, Hanpumep yuwepb 3gaHuam ot
yparaHa unvM MOMHUW. Yrpo3a MOXET WCXOOAUTb KakK W3HYTPWU opraHusauuu,
Hanpumep 3abacToBKa COTPYAHUKOB, TaK U CHapPYW, HaNpuMep aTaku XakepoB Unn
NPOMBbILUMNEHHbLIN WNMOHaX. Pasmep ywiepba oT yrpo3bl MOXET BapbuUpoBaTbLCS Npu
KaXgoOM ee BO3HUKHOBEHWUWN. Yuepd, HaHOCUMBLIA HexenaTeribHbIM MHUWOEHTOM,
MOXET OblTb BPEMEHHBLIM UMM MOCTOSIHHBLIM, KaK B Cilydae pa3pyLUeHnss akTuea.

Yrpo3bl 0bnagatoT crnegylowmmMm XxapakTepucTukamn, ycTaHaBnMBaloWMMN UX
B3aMMOCBSI3b C APYrMMU KOMMOHEHTaMK Be30NacHOCTH:

- UICTOYHVK, BHYTPEHHUN U BHELUHWIA;

- MOTMBaLKA, Hanpumep rMHaHCOBas Bblro4a, KOHKYPEHTHOE MPenMyLLECTBO;

- YacTOTa BO3HNKHOBEHUS;

- NpaBgonoaobue;

- Bpe4oHOCHOE BO3OENCTBUE.

HekoTopble yrpo3bl MOryT nopaxaTb He oAuH BUA akTmeBa. B aTOM cnydae
yrpo3bl MOryT HAHOCUTb Bped B 3aBMCUMMOCTW OT TOro, Kakme MMEHHO aKTuBbI
noBpexaeHbl. Hanpumep, nporpaMMHbIA BMPYC Ha aBTOHOMHOW MEPCOHarbHOW
BbIYNCTIMTENBHOM MalUMHE MOXET HaHECTU OrpaHWYEHHbIN UM NoKarbHbIN BPEA.
OpHako TOT e NporpaMMHbIN BUPYC MOXET OKasaTb Ha CETEBOW CepBep OOLLMpHOE
BO3JENCTBME.

Okpyxatoume ycrosust M coumanbHas cpena, B KOTOPbIX (PyHKLMOHMPYET
opraHu3aumsi, MOrytT MMeTb OOonbllioe 3Ha4YeHMEe U CYLUECTBEHHO BMMATbL Ha
OTHOLLEHME K Yyrpo3am W akTvBaM. HekoTopble yrpo3bl B OpraHu3aumsix MoryT
BooOwWe He paccmatpuBaTbesa. Korga peyb unaoetr ob yrposax, Heobxoaumo
YUYUTbIBaATb BNUSIHWE BHELLHEWN Cpeabl.

Mpn oueHKe ypoBEHb Yrpo3bl B 3aBMCMMOCTM OT pe3ynbraTta ee BO3L4ENCTBUS
MOXeET ObITb onpeaeneH Kak BbICOKUN, CPEAHUI U HU3KUMA.

3.4 Ya3Bnmoctu



CnabocTb aKkTuBa WM HECKOSIbKUX BUOOB aKTUBOB, KOTOpble MOryT ObiTb
MCnonb3oBaHbl OAHOW WM Bonee yrpo3amn, TPaKTYeTCs KaK YS3BMMOCTb.
CB4d3aHHble C aKTMBaMM YyA3BMMOCTU BKOYalT B cebsa criabocTn gmandeckoro
HocuTens, opraHusawum, npoueayp, nepcoHana, yrnpaBrieHus,
agMWHUCTPUPOBaHKS, annapaTHoro/nporpammMHoro obecneyeHnsa nnm nHopmMaLmn.
Yrpo3bl MOryT UCMOMb30BaTh YA3BMMOCTU ANA HaHeceHua yuwepba UTT vnm yenam
OusHeca. YA3BUMOCTb MOXET CYLUECTBOBaTb U B OTCYTCTBUE Yrpo3bl. YA3BUMOCTb
cama no cebe He npuuMHSET ywepd, HO 3TO ABMAETCHA TOMbLKO YCIOBUEM WA
Habopom ycroBun, NO3BOMAKOLWMM Yrpo3e BO34ENCTBOBaTb Ha akTuebl. Crneayet
paccmaTtpvBaTb YA3BMMOCTUW, BO3HMKAOWME N3 Pas3fIMYHbIX MCTOYHUKOB, Hanpumep
BHYTPEHHMX N BHELUHMX MO OTHOLLEHUIO K KOHKPETHOMY aKTUBY. YSA3BMMOCTb MOXET
COXPaHATbCS, MOKa CaM aKTUB He M3MEHUTCS TaK, YTOObl YA3BUMOCTb yXKe He
CMOrfa nposBUTLCS. YF3BMMOCTb HEeOOXOAMMO OueHMBaTb WHOMBUOYalNbHO U B
COBOKYMHOCTU, YTOObI paCCMOTPETH CIIOKUBLLYHOCH CUTYaLMIO B LIESIOM.

[Mpymepom yA3BUMOCTU SBIAETCHA OTCYTCTBME KOHTPOMS [LOCTyrna, KOoTopoe
MOXeT 00YyCrnoBUTb BO3HWKHOBEHWME Yrpo3bl HECAHKLMOHUMPOBAHHOIO LOCTyna u
NPUBECTU K yTpaTe aKkTUBOB.

B KOHKPETHbIX CUCTEME MM OpraHu3aumm He BCE YS3BMMOCTM COOTBETCTBYHOT
yrpo3am. B nepByto o4vepedb criegyet CoCpedoTOuMTbCS Ha  YSA3BMMOCTSIX,
KOTOPbIM COOTBETCTBYIOT yrpo3bl. HoO B cuny TOro, 4ToO oKpyxatoLlas cpega MoxeT
HenpeackasyemMo MeEHATbCS, HEOBXOAUMO BECTM MOHUTOPUHI BCEX YSI3BMMOCTEMN
Ana Toro, 4ToObl BOBPEMS BbISBMNATL T€ M3 HUX, KOTOPble MOryT UCMOMb30BaTb
BHOBb NOSABNSOLLMECSH YIPO3bl.

OueHka yaA3BUMOCTEN - 3TO nNpoBepka cnabocten, KOTopble MOryT ObiTb
NCNOMb30BaHbl CYLLECTBYOLWMN Yyrpo3amMu. JTa OLEHKa [OOIPkHa YYuTbIBaTb
OKpY>XaloLLyt0 Cpedy W CyLecTByUMe 3aumTHble Mepbl. Mepon ysi3BMMOCTU
KOHKPETHOM CUCTEMbI UMM aKTMBa MO OTHOLLEHUIO K YIPo3e ABNSETCSA CTENEeHb TOro,
C KaKoW NerkocTbio CUCTEME UM aKTUBY MOXET ObITb HAHECEH YLLEPO.

Mpn oueHKe YpoBEHb YS3BMMOCTM MOXET ObiTb onpeneneH Kak BblCOKUA,
CcpeLHUN NI HUSKWA.

3.5 BosgeuctBue



BosgencTteue - 910 pesynbTar MHUuaeHTa mHdopMaumnmoHHon 6e3onacHocCTy,
BbI3BAHHOIO Yrpo3oin U HaHecllero yuepd ee aktuBy. PesynbTaTtoM BO34enCTBUA
MOryT CTaTb paspyLlUeHne KOHKPEeTHOro aktmea, nospexaeHve UTT, HapyLleHne nx
KOH(mAOeHuansHoCTw, LLeNOCTHOCTWN, AOCTYMHOCTM, HEeOoTKa3yemocCT!,
NoAOTYETHOCTU, ayTEHTUYHOCTU N LOCTOBEPHOCTU. Henpsimoe BO34encTBME MOXET
BKMovaTb B cebs oMHaHCOBLIE MOTEPWU, MOTEPKD OOMM pPblHKA UK penyTauuu.
KoHTponbe 3a BO3gencTBMEM  MO3BOMSET OOCTUHb  pPaBHOBECUA  Mexay
npegnonaraemMbiMM NOCNeACTBUSAMU MHUMOEHTA U CTOMMOCTbLIO 3alMTHBIX Mep.
CrnegyeT yuyuTbiBaTb BEPOATHOCTb BO3HUMKHOBEHUSI MHUMOEHTA. OTO OCOOEHHO
BaXHO B Tex cryyasX, Korga ywepb npu KaxagoM BO3HUKHOBEHUM WHUMOEHTa
HeBernvK, HoO CyMMapHbI 3ddPeKT HAaKOMUBLLMXCA CO BPEMEHEM NHLIMOEHTOB MOXET
ObITb cywecTBeHHbIM. OueHKa BO3OENCTBUS SABMSETCH BaXHbIM  3NIEMEHTOM
OL,eHKM pUcka 1 Bblbopa 3almTHBLIX Mep.

KonnyecTBeHHOe © KayeCTBEHHOE W3MepeHWe BO34eNCTBUS MOryT ObiTb
npoBeaeHbI:

- onpegeneHnemM MHaAHCOBbLIX NOTEPb;

- UCMONb30BaHWEM 3MMUPUYECKON LUKalnbl CEPbEe3HOCTU BO3LAENCTBUS,
Hanpumep oT 1 go 10;

- MCNOMb30BaHMEM 3apaHee OroBOPEHHbIX YPOBHEW (BbICOKUA, CPEOHUA U
HU3KWIA).

3.6 Puck

Puck - 910 CcnocobHOCTb KOHKPETHOM Yrpo3bl MCNOMb30BaTb YA3BUMOCTMU
OOHOr0 WNM HECKOSNbKUX BMOOB aKTUBOB N5l HaHeceHus yuwepba opraHu3auun.
OpHa yrposa unu rpynna yrpo3 MoryT UCMOfb30BaTb OAHY YA3BUMOCTb WK rpynny
YyS3BMMOCTEWN.

CueHapuin pucka OMUCbIBaET, Kak ornpeferneHHasa yrpo3a wunu rpynna yrpos
MOTYT MCMNOSMb30BaTb YA3BMMOCTb UMK rpynny ysa3BUMOCTEN NOL4BEPKEHHOIO yrpo3e
akTuBa. Puck xapakTepusyetca KomOuHaumen OByX (PaKTOPOB: BEPOSITHOCTbHO
BO3HMKHOBEHUSA WHUMOEHTA WM €ro paspywmTenbHbiM Bo3gencTemeM. Jlioboe
U3MEHEHNE aKTMBOB, Yrpo3, YA3BUMOCTEN WM 3alLMTHBIX MEep MOXET oKasaTb
3Ha4YUTENbHOE BIMSIHNE Ha pUCK. PaHHee obHapyxeHne nnm 3HaHne 060 Bcex aTuX
N3MEHEHUSIX YBENMYMBAET BO3MOXHOCTU MO MPUHATUIO HEoBXoOMMbIX Mep Ans
obpaboTkn pucka. ObpaboTka pucka BKMYaeT B cebsi ycTpaHeEHUE, CHUXKEHue,
NepeHoc N NPUHATUE pUCKa.

CrieqyeT yunTbiBaTb, YTO PUCK HUKOIAA HE YCTPaHAETCS NOMHOCTbIO. [puHAaTHE
OCTaTOYHOMO pUCKa SBMSIETCS YacTbi 3aKMOYEHUMS O COOTBETCTBUM YPOBHS
B6e3onacHoOCTN NMOTpPeBHOCTAM opraHuM3auun. PyKOBOACTBO OpraHM3auum OOSPKHO
OblTb NOCTaBMEHO B M3BECTHOCTb OO0 BCEX OCTATOYHbIX PUCKaX, UX OMaCHbIX
nocrneacTBUsIX U BEPOSATHOCTU BO3HUKHOBEHWS UHLUMAEHTOB. PelleHne 0 NpuHATUM
pucka [OOIPKHO MpUHMMATbCS chneymanucTamy, MMeuyMU npasBo MPUHUMATb
peLLeHre 0 AoNyCTUMOCTWN OMacHbIX NOCNeACTBUIA NPU BO3HUKHOBEHUN MHUKOEHTA
N MPUMEHEHUN [OOMONMHUTENBbHBLIX Mep 3awmTbl B Cly4yae, €eCciM  YpOBEHb
OCTaTOYHOIo pUcka Henpuemsnem.

3.7 3aWmnNTHbIEe Mepbl



3auwmTHble Mepbl - 3TO AENCTBUS, npouenypbl M MexaHu3Mbl, CMocobHble
obecneuntb 6€30NacHOCTb OT BO3HUKHOBEHMWSI Yrpo3bl, YMEHbLUUTb YA3BMMOCTD,
OrpaHN4YMTb BO3LENCTBME WHUMAEHTA B cucTeme ©Oe3onacHOCTW, OBGHapyX1Tb
WHUMOEHTblI 1 06nerdynTb BOCCTaAHOBIIEHNE aKTUBOB. dddeKkTnBHast 6e30nacHoOCTb
0ObIYHO TpebyeT KoMOMHaUMWM pasnUyHbIX 3aWMTHbIX Mep and obecnedeHus
3afaHHbIX ypoBHEN 6e30MmacHOCTM Mpu 3awmTe akTMBOB. Hanpumep, mMexaHu3Mbl
KOHTPONsi [OOCTyna, MNPMMEHSIEMblEe K BbIYMCIUTENbHLIM CpeacTBaM, OOJTKHbI
noakpennaTbCs ayauToM, OonpeaeneHHbIM MopsakoM OEeWCTBUM MnepcoHarna, ero
oby4eHneM, a Takxke (u3ndeckon 3awmTon. YacTb 3alMTHLIX MEp MOXET OblTb
obecnevyeHa BHELWHMMM YCMNOBMSIMM, CBOMCTBAMW akTMBa WM  MOXET YyxXe
CyLUEeCTBOBaTb B CUCTEME NN OpraHM3aLun.

Mopsaok BbiObOpa 3aWMTHLIX MeEpP O4YeHb BaXeH Ans  NpaBUIbHOMO
NnaHMpoBaHMs W peanusaumm nporpamMmMbl  MHGOPMAaLMOHHON 6e3o0nacHOCTMW.
3almTHaa Mepa MOXET BbINOMHATL MHOro doyHKuMn 6esonacHocTu M, HaobopoT,
ooHa dyHKUMS ©e3onacHOCTU MOXeT noTpeboBaTb HECKOSNbKUX 3alUMTHBLIX MEp.
3awmTHbIE Mepbl MOTYT BbIMOSHATL OAHY UMM HECKOSBbKO M3 crneayowmx oyHKLMIA:

- NpeaoTBpaLleHuE;

- CAEPXMBAHWE;

- o6HapyxeHue;

- OrpaHNYEeHue;

- UCNpaBreHue;

- BOCCTaHOBIEHUE;

- MOHUTOPWH;

- OCBELOMIIEHVE.

lMpumep - O6bnnacmu, 8 KOMOPbLIX MO2ym UCIMOJ/Ib308aMbCs1 3aW{UMmHbIe
Mepbl, 8KITO4Yarom 8 cebsi:

- gpusuyeckyro cpedy;

- MmexHu4Yeckyro cpedy (annapamHo-npozpaMMHoe obecreyeHue u
cpedcmea ces3u);

- MepcoHarl;

- aOMuUHUCMpupos8aHue.

HekoTopble 3aMTHbIE MEPbI MOIYT XapakTepu3oBaTb NO3ULMI0 OpraHn3aumm B
obrnactn umHgopmMaunoHHon 6Ge3onacHocTU. B cBA3M C 3TUM BakHO BbIOMpaTb
cneundmyeckne 3awmTHble Mepbl, He MnpuunHaoLme yuepba KynbTypHONn W
coumansHou cpesae, B KOTOPOW (PYHKLIMOHUPYET opraHn3aumsi.

lMpumep - Takumu crneyugpudecKUMU 3aWUMHbIMU MepaMu SI8JISIFOMCS:

- MOJIUMUKU U npouyeodypbl;

- MexaHU3Mbl KOHMpoJisi docmyna;

- aHmueupyCcHoe rpoz2pamMmmHoe obecne4veHue;

- wughpoeaHue;

- yughpoesasi noonuck;

- UHCMpPYMeHmMbl MOHUMOPUH2a U aHanu3a;

- pe3epeHbIl UCMOYHUK NUMaHusi;

- pe3epeHbie Kornuu uHghopmayuu.

3.8 OrpaHuyeHus



O6bIYHO  OrpaHuMYeHWss  ycTaHaBiMBaeT WM NPU3HAEeT  PYKOBOACTBO
opraHu3aumu, a Takxe onpegensieT cpefa, B KOTOpOW LENCTBYET OpraHM3aLus.

lMpumep - Takue o2paHuU4YeHUs1 MO2ym 8K/TF0YamMb & cebsi:

- Op2aHuU3ayuUoOHHbIe;

- KOMMepyYecKue;

- ¢puHaHcoeble;

- 110 OKpy>Karoujeli cpede;

- 110 riepcoHarny;

- BPEMEHHbIe;

- npasoesie;

- mexHuU4eckKue;

- KynibmypHble/coyuasibHble.

OrpaHnyeHus, npucylme opraHusaumu, OOIPKHbl Y4UTbIBaTLCA Mpu Bblbope n
peanu3aumm 3aWwuTHbIX Mep. Heobxoaumo nepuognyeckn nepecmartpvBaThb
CYLUECTBYIOLLME M Y4UTbIBATb HOBble oOrpaHudeHus. CnegyeT OTMETUTb, 4YTO
OrpaHVYeHnsi MOryT CO BpeMeHeM W3MEHATbLCH B 3aBUCMMOCTM OT MOSIOXKEHUS
opraHu3aumMm W Uu3MeHeHWss BHewHen cpefbl. BHewHAa cpepa, B KOTOpou
OEeNCTBYET opraHmsauusi, WMeeT OTHOLWIEHME K HEeCKOSbKMM KOMMOHEHTaM
6e3onacHOCTN, B YAaCTHOCTU K yrpo3am, pUckam 1 3almTHbIM Mepam.

3.9 BzanmocBsa3b KOMMOHEHTOB 0e30nacHoOCTMU

BesonacHocTb UTT - 3TO MHOronnaHoBasi opraHu3aLuns NpoLecCoB 3allMThbl,
KOTOPYID MOXHO paccMaTpvBaTb C pasfMyHbIX To4Yek 3peHus. B3aumocBssb
KOMMOHEHTOB ©e30MacHOCTW, MoKasblBalLllasi, Kak akTMBbl MOIyT MogBepraTtbCcs
BO3QENCTBUIO HECKONMbKMUX Yrpo3, OAHA W3 KOTOPbIX SIBNSIETCSI OCHOBOW Anis
MOAenu, npeacTaBneHa Ha pucyHke 1. Habop yrpo3 nocTOSIHHO MeHsieTcsl U, Kak
NnpaBuUMoO, W3BECTEH TOMbKO YacTU4HO. Takke CO BpPEMEHEM MEHSIeTCs U
oKpyarollasi cpeaa, U 3T U3MEHEHUs1 CNOCODHbI NOBMUSTL Ha NpuUpoay Yrpo3 U
BEPOSATHOCTb UX BO3HUKHOBEHMS.

PucyHok 1 - BsanmocBs3b KOMNOHEHTOB 6€30MacHOCTHU



R - puck; RE - OCTaTOYHbIA PUCK; & - 3awmTHas Mepa; T° - yrposa; ¥ -
YyS3BUMOCTb aKTuBa

PucyHok 1 - BsanmocBa3b KOMMOHEHTOB 6€30MacHOCTU



Mogenb 6e3onacHoOCTU OTODpaXxaer:

- OKpY)XalOLyl Cpedy, COLAEPKALLy OrpaHWYeHWss K yrpo3bl, KOTOpble
MOCTOSAHHO MEHSIOTCS N U3BECTHbI NULLb YACTUYHO;

- aKTMBbI OpraHM3auumu;

- YI3BUMOCTU, NPUCYLLME AaHHLIM aKTUBaM;

- MEpPbI 415 3almThl aKTUBOB,

- IPUEMIEeMbIe 4115 OpraHM3aL M OCTaTOuHbIE PUCKMN.

Ha ocHoBe aHammM3a  B3aMMOCBSI3M  KOMMOHEHTOB  GesonacHocTw,
npeagcrtaBneHHoM Ha pucyHke 1, mogenb 6esonacHocTM MoxeT 6biTb
npeacTaBrieHa NATbIO BO3MOXHLIMW CLEHapusMU. OTU CLEHapun BKIOYaKT B
cebs:

- cueHapui 1 - 3aumMTHas Mepa .5 MOXET ObiTb 3hpekTUBHA AN CHUKEHUSA
PUCKOB £, CBfiI3aHHbIX C Yyrpo3on 7, cnocobHom wucnonb3oBaTb YA3BMMOCTb

aKkTuBa I~ . Yrposa MOXeT [OCTMYb LEeNnu, TOMbKO €Civ aKTMBbl YA3BUMbI AN
AaHHOW Yrpo3bl;

- CcueHapun 2 - 3awmTHasi Mepa MOXeT OblTb 9GdEKTUBHON AN CHUKEHUS
pucka, CBA3aHHOIo C Yrpo30M, CNOoSb3YoLWen rpynny ysa3BUMOCTEN akTUBa;

- cueHapui 3 - rpynna 3amUTHBIX Mep MOXET ObiTb 3(pdeKTMBHA B CHUKEHUMU
PUCKOB, CBA3aHHbLIX C rPYNMon yrpo3, UCMNOfb3YLWMX YA3BUMOCTb akTmea. VIHorga
TpebyeTCs HECKOSbKO 3alMTHBIX Mep AOfS CHWXKEeHWs pucka OO NpuemsieMoro
YPOBHS 4119 NOSTydeHNa JOMyCTUMOro OCTaTOMHOrO pycka A& ;

- CLleHapun 4 - pUCK cUMUTaloT NpUeMrieMbIM U HUKaKue Mepbl He peanmsyloTCcs
Aaxe B NPUCYTCTBUM YIPO3 U MpU HanNMymMmn yasBumMocTEN aKkTUBa;

- cueHapuM 5 - CyWecCcTBYeT YyA3BMMOCTb aKTuUBa, HO He W3BECTHbI Yrpo3bl,
KOTopble MOrmM 6bl ee UCNOoNb30BaThb.

B kauecTBe 3aWMTHON Mepbl MOXET ObITb MCNOSIb30BaH MOHUTOPUWHT Yrpo3 ANs
TOro, 4YTOObl YOEeAUTLCHA, YTO Yrpo3bl, CNOCOOHbIE MCMNOMNBb30BaTb YSA3BMMOCTb
akTuBa, He nosaBunMcb. OrpaHnYeHns BANSOT Ha BbIBOP 3alUMTHLIX Mep.

OrpaHnyeHus

Jllobaa UTT BkroyaeT B cebsa akTuBbl (B NepByto ovepenb MHGOpMauuio, a
TaKxe TexHU4Yeckne cpeacTsa, NporpaMmHoe obecnevyeHre, CBA3b U T.4.), BaXHble
A9 yCNewHoN OeATenbHOCTU opraHusauun. OTW akTuBbl NpeacTaBnaAlT aANg
opraHu3aumm LEeHHOCTb, KOTopasd OObIYHO onpedensetcs No WX BIMAHUIO Ha
BusHec-onepaLm HeaBTOPU30BAHHOIO PACKPbITUS MHGOPMaL MW, ee MogudmkaLum
UNn oOTKasa OT aBTOPCTBa, a TaKke HeOOCTYNHOCTbD WM paspyLlleHneM
NHpopmauumn unn yenyr. [na Toro, 4Tobbl TOMHEE OLEHUTH pearibHoe 3HavyeHue
BO3JENCTBUA, BHayarne ero onpeaenawT BHe 3aBUCUMOCTW OT Yrpo3, KOTOpble
MOryT ero Bbl3BaTb. 3aTeM OTBe4YalT Ha BOMPOC O TOM, Kakue yrpo3bl MOryT
BO3HMKHYTb W BbI3BaTb NOOOOHOE BO3AENCTBME, KakoBa BEPOATHOCTb WX
NOsIBMIEHNA W MOMYT M aKTMBbl MoABepratbCs HECKONbKUM Yyrpo3am. [anee
n3y4aroT BOMPOC O TOM, Kakue YSA3BUMOCTU aKTUBOB MOIYT ObiTb MCMOSb30BaHbI
yrpo3amu Onsg Toro, 4ToObl Bbi3BaTb BO3AEUCTBME, T.e. MOMYT S Yrpo3bl
NCMonb3oBaTb YA3BUMOCTU, YTOObLI BO34ENCTBOBaTbL Ha akTMBbl. Kaxabln U3 aTux
KOMMNOHEHTOB (LLEeHHOCTU aKTMBOB, YrpO3bl N YA3BUMOCTUN) MOXET co3faTb puck. OT
OLEHKN pucka panee 3aBuUcAT obupe TpeboBaHua 6GesonacHOCTW, KOTOpble
BbINOSIHAIOTCA WM OOCTUraloTCs peanu3auumen 3awmTHblX Mep. B ganbHenwem
NPUMEHEHNEe 3aWMUTHbIX MEP CHU3UT PUCK, 3almMTUT OT BO3OEWCTBUS Yrpo3 W
YMEHbLLUMT YsI3BMMOCTb aKTUBOB.



BsaMmocBs3b 3aWMTHBIX Mep W puUcka, mnokasbiBawowas 3¢deKTUBHOCTb
HEKOTOPbIX 3aLLUMTHBIX Mep B CHDKEHUM pUCKa, NpeacTaBreHa Ha pucyHke 2. Yacto
TpebyeTca MpUMEHEHNEe HECKOSbKUX 3alMTHbIX Mep AN CHWKeHUs pucka [0
npuemnemoro YypoBHs. EcnuM puck cuyutaeTca npuemrnemMbiM, TO peanusauyus
3alMTHBIX Mep He TpebyeTcs.

PucyHok 2 - BsaaumocBA3b 3alMTHbLIX MEp U pUCKa

Mpwmenenne | | Peaniacaan-
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PucyHok 2 - BaanmocBA3b 3almMTHBLIX Mep U pucka

4 Llenn, ctpaTternm U nonuTmuka



B kayecTBe ocHOBbI gencTBeHHon 6esonacHocTn UTT opraHusaumn OOMKHbI
ObITb CPOPMYNUPOBaHLI LIEeSNN, cTpaTerm U nonmMTuka 6e3onacHoCTU opraHuM3aLun.
OHun cogencTByoT AeATeNbHOCTM opraHu3aumm n obecnevymBaroT CorflacoBaHHOCTb
BCEX 3alWMTHbIX Mep. [ns Toro, 4Tobbl obecnednTb NOgOOHYH0 COrnacoBaHHOCTD,
OCOBEHHO BaXHO, 4YTOObI uUenu, cTpaTternss U nonutuka 6esonacHocTU Obinu
WHTErpupoBaHbl B NporpaMmmbl 06y4eHus1 U NOBbILLEHWS KBanugukaumum B obnactum
B©e3onacHoCTu.

Llernn (4yero HeobxoamMmo OOCTWMYbL), cTpaterMm (cnocobbl AOCTMXKEHUA Lenu),
nonuTtuka (npaeBwuna, KoTopble criegyeT cobnogaTtb Npy peanvsauum ctpatermm) u
npouenypbl (MeTogbl OCYLIECTBIIEHUS MNOMUTUKWA) MOryT ObiTb onpedeneHbl U
pacKpbITbl B COOTBETCTBYIOLLMX NOAPa3AeSieHNsIX U Ha COOTBETCTBYIOLLMX YPOBHSIX
opraHusaumn. PykoBogsiume [OOKYMEHTbl LOSMKHbl OTpaxaTb OpraHuM3aunOHHbIE
TpeboBaHUA N y4nUTbiBaTb OpPraHM3aLMOHHbIE OrpaHudeHus. [locKomnbKy MHorune
yrpo3bl (Hanpumep artaku XxakepoB, YyAaneHue annos, noxap) SABMAAKOTCS
pacrnpocTpaHeHHbIMW, BaXHa COrMacoBaHHOCTb MeXady COOTBETCTBYHOLLMMMU
AOKYMEHTaMMU.

Bonee Toro, obuwpe uenu, cTpaterMm n NOrMTUKA LOMMKHbI OblTb OTPaXKeHbI U
YTOYHEHbI B A€TarnbHbIX U cNeundmnyecknx Lensax, NonmTmke 1 npoueaypax Bo BCEX
cdpepax nHTepeca opraHusaumm, Takux Kak ynpasneHme domHaHcaMm, NepcoHarnom u
B6e3onacHocTblo. [anee 6e3onacHOCTb MoOApa3dendlT Ha cocTaBnsowme
(cBsAi3aHHYyIO C NepcoHarnom, mandeckyto, MHopmMaLoHHyto, UTT 6e3onacHOCTb m
T.4.). Nepapxusa oOKyMEHTaLUN OOmKkHA NOAOEPKUBATLCSA U aKTyann3npoBaTbCA Mo
pes3ynbratam nepnoandeckoro aHanmsa 6e3onacHoCcT (Hanpumep No pesynsrTartam
OL,EHKM PUCKOB, BHELLHEr0 W BHYTPEHHero ayamta 6e3onacHocTu) U B CBSA3U C
N3MEHEHNSIMU LLieNen AeATENbHOCTU OpraHn3aumn.

Llerm, cTpartern, nommtuka wun wmeToabl Oe3onacHocth WTT  AomkHbI
oTobpaxaTtb To, 4To oxunaaetca ot UTT B ccepe 6e3onacHocTu. Kak npasuno, ux
n3naraloT Ha OOLIENPUHATOM $A3blKe, OOQHAKO B HEKOTOPbIX Cliydasix MOXeT
BO3HUKHYTb N MNOTPEOHOCTb M3NOXUTb UX Bonee dopmarnbHO C MCNOSb30BaHMEM
cneundmryeckon TepMuHonorn. Lienn, ctpaTternsi, NonMTrMka onpeaensitoT ypoBeHb
6e3onacHOCTM A4na opraHn3aumm 1 Nopor NPUeMIIEMOro pucKa.

4.1 Uenu n cTtpaTternmn 6esonacHocT nHchopmMaLUOHHO-
TeJNIeKOMMYHUKALMOHHbIX TEXHONOIMMn



Mocne ycTaHoBneHus uenen 6esonacHoct UTT opraHnsauumn AosmmkHbl ObiTb
paspaboTaHbl cTpaTermm 6esonacHoctn WTT, 4asnswowpeca  yHOAMEHTOM
pas3BuTua nonmtukm 6esonacHoctn UTT opraHmsaumn. PassButue 6Ge3onacHoCcTr
NTT Heobxogumo pAOna Toro, 4ToObl rapaHTuMpoBaTb [OOCTOBEPHOCTb W
3bPeKTUBHOCTL pesynbTaTtoB npouecca ynpasBrieHns puckamu. [Ana passutna um
ycrnewHon peanmsauum nonmtmukn 6esonacHoct ATT B opraHu3auumn Tpedyetcs
obecneuntb €€ BCECTOPOHHee ynpaereHue. BaxHo, 4TOObI NOMUTUKA
b6esonacHocTn WUTT yuymuTbiBana uenmm M ocob6EHHOCTM [OaHHOM oOpraHuM3auuu.
MNonutuka 6e3onacHocTn UTT gormkHa o0 beanHATLCA C NONMUMTUKON 6e3onacHOCTH
n BOM3HEC-NONMUTUKOW opraHmsaumn. Takoe ob6beanHeHWe MOMOXET AOOCTUYb
Hanbonee 3dPEKTUBHOIO MCMOMb30BaHUS pecypcoB 1 0b6ecneynTb corfiacoBaHHbIN
noaxon K 6€30nacHOCTU B pasfnyHbIX YCIIOBUSIX OKpY>KatoLLEN Ccpeabl.

MoxeT okasaTbCAa HeobxoaAuMbIM pasBuBaTb OTAEfNbHbIE cneunguieckue
acnekTbl MOMUTUKM ©e3onacHoCTM Ana Kakoon wunm Heckonbkux WUTT. 31um
HanpaBneHnst OOMMKHbI 6a3npoBaTbCA Ha OLEHKE pUCKa M COrMacoBbIBaTbCS C
nonmmtukon 6esonacHoctn WTT, Tem cambiM yduTbIBasi pekoMeHgauun no
BGe3onacHOCTM ANs TeEX CUCTEM, C KOTOPbIMU OHU CBSI3aHbI.

B kadecTtBe nepBoro wara K npoueccy ynpaeneHua 6esonacHocTbio UTT
MOXHO pacCMOTpPeTb BOMPOC O TOM, HACKOSIbKO LUMPOKWU rpaHuLbl YPOBHSI PUCKA,
npuemMnemMoro Ans opraHusauuun. TwartensHoe onpegeneHve npuemsieMbiX pUCKoB
W, crnepoBaTenbHO, COOTBETCTBYIOLIENO YPOBHA 6€30MacHOCTM - 3TO KMHOY K
yCrneLwHomy ynpaBneHmio 6e30nacHOCTbIO.

HeobxoanmMocTb 3agaHus LUMPOKMX rPaHuL, AONYyCTUMOro pycka 6e3onacHoCTm
AVKTyeTcs 3agadamm  6esonacHoctv WTT, KoTopble [OOfmKHA  BbIMOMHUTD
opraHusdaums. [Ona peweHnss 3agad  obecnedeHnss 6e30MacHOCTU  HYXKHO
NOeHTUMMUMPOBaTL akTMBbI OpraHu3auum N MPoOBECTU OLLEHKY UX LeHHOCTW. [lpu
noeHTudmKaumMm M OoueHKE LEHHOCTU aKTMBOB HEOOXOAMMO Y4uTbiBaTb pPOfib,
KOTOPYK OHM UrpatloT B nogaepxaHun gesatenbHocTu opraHusaumn. UTT aBnaetca
NLWLb YacTbl0 aKTUBOB OpraHn3auunm.

UtoObl oueHuTb, B Kakon Mepe OwusHec opraHusauum 3asBucut ot UTT,
HeobXxo4MMO pacCMOTPETb BOMNPOCHI O TOM:

- KaKne BaxkHble cocTaBnaome 6usHeca He MOryT ocyLLecTBNATbLCA 6e3 UTT;

- Kakne 3agavm MoryT 6bITb peLLeHbl ToNbKO npu nomoum UTT;



- Kakue BaxHble pelleHnsl 3aBUCAT OT KOHGMAEHUMWANbHOCTW, LENIOCTHOCTH,
AOCTYMNHOCTW, HEOTKa3yeMOCTH, NOOOTYETHOCTU W ayTEHTUYHOCTU WMHCOPMaLIUW,
XpaHumon unu obpabartbiBaemont ATT, mnmn oT Toro, HACKONbKO aTa MHdopMaums
aKTyarnbHa;

- Kakasi xpaHumas unm obpabaTbiBaemMasa MHPOpMaLUna JOIPKHA 3aWMLLATLCS;

- KaKOBbIl 4S9 opraHn3auumn nocnencTens MHUMaeHTa 6e3onacHoCTH?

OTBeTbl Ha 3TK BOMPOCHI MO3BOMAT YyCTaHOBUTL 3agayn 6esonacHoctn UTT
opraHudaumn. Ecnu, Hanpumep, HEKOTOpble BaXHble WM O4YeHb BaXHble
cocTaBnglwpme OedaTenbHOCTU OopraHus3auuMmM  3aBUCAT  OT  TOYHOCTU UMK
aKTyanbHOCTW WH(opMauun, TO OAHOW u3 3agady bGe30onacHOCTU opraHu3auum
MOXeT cTaTb obecnevyeHve LUerloCTHOCTM U OBHOBNSEMOCTU WHGOPMauun B
npouecce ee xpaHeHuss n obpabotkm UTT. Onpepenaa 3agadnm 6e3onacHOCTH
NTT, Heobxogumo Takxe paccMoTpeTb 3agayn 6usHeca M MX CBA3b C
©e3onacHoOCTbHO.

B 3aBucummocTtn ot uenen 6e3onacHoctn UTT Heobxooummo cornacoBaTtb
cTpaterMio  OOCTWKeHua 3Tux uernen. BblbpaHHaa cTpaterma  gorpkHa
COOTBETCTBOBATb LIEHHOCTWU 3awmuigeMblX akTMBOB. Ecnu, Hanpumep, oTBeT Ha
oovH wnn  6Gonee BOMPOCOB, PACCMOTPEHHbIX Bbille, BbISBSAET CUIMbHYHO
3aBucumoctb ot UTT, TO opraHusaumsi, CKOpee BCEro, AO0SPkHa NpeabsaBnsTb
BbicOkne TpeboBaHms kK 6esonacHoctn WTT, u uenecoobpasHo BbiGMpaTb
cTpaTeruo, 4OCTaTO4HYHO AN BbINOMHEHNUSI 3TUX TpeboBaHWUN.

OcHoBHble nonoxeHust ctpatermm 6esonacHocTn UTT cBogaTcs K TOMy, Kak
opraHusdaumst 6yoet pocturatb cBouX uenen B obnactu 6esonacHoctn UTT.
Bonpockl, K KOTOpbIM AospkHa obpawaTtbea cTpaterns, 6yayT 3aBucCeTb OT YuMcna,
BMaa W BaXHOCTU 3TUX uenen. [Ona opraHu3aumm OObIMHO BaXHO MPUMEHATb
TUNOBbIE PELLEHMSI 3TUX BOMPOCOB. XapakTep BOMPOCOB MOXET OblTb Kak OYEeHb
KOHKPETHbIM, TaK 1 OOLLUMM.

lpumepsbi

1 KoHkpemHbIlU eornpoc: opaaHu3lauyuss (e cusy crneuyuguku ceoell
desimesibHOCMU) MOXem umMemb fepsooyYyepedHOU uesibio 6e3onacHocmu
UTT obecneveHue nocmosiHHOU ocmynHOCMU 8cex ceoux cucmem. B amom
cJsly4ae OOHa u3 cocmaeJsisiriouux cmpameauu Moxem 6bImb HanpaeJsieHa Ha
YMeHbWeHUe 8epOosIMHOCMU 3apa)XeHusi eupycamu nymeM YycmaHO8KU
aHMueupyCcHO20 MPo2pPamMMHO20 0b6ecrieYyeHUus.

2 O6wuli eonpoc: opzaHu3auusi, ocyuiecmerssirouwasi npPooaxy ceoux
UHGOPMayUOHHO-M e/IeKOMMYHUKaUUOHHbIX yCciy2, MOXem fnocmaeumab
uenbro 6eszonacHocmu UTT Ookazamb nomeHUuasibHbIM KITUeHmam, 4mo ee
cobcmeeHHbIe cucmeMbl Op2aHu3ayuu 3awjuwieHbl. B amom cny4vae
Yyacmblo cmpamezauu 6ydem ammecmauyusi cucmembl Mo mpeboesaHusiM
6e3onacHocmu uHghopmayuu, npoeedeHHasi YrosIHOMOYEHHOU CMOPOHHeU
op2aHu3ayued.



Apyrumn BO3MOXHLIMK acrnekTammn cTpatermm ©6esonacHoctn UTT, B cuny

cneundmnyecknx 3agad unm nx KoMouHaummn, MoryT 6biTb:

- cTpaTerns OLeHKN pucka u MeTofbl, aganTupyemble B paMKax opraHnsauum;

- KOMnekcHasa nonutuka 6esonacHocT WTT onsa KaXxoom CUCTEMBI;

- OpraHn3aLnoHHble MeTOAbl 6e30MacHOCTUN A4S KaXKad 0N CUCTEMBI;

- cxema knaccudmkaumm UTT cuctem;

- OCO3HaHMe HeobxoaumocTn 6e30rnacHOCTU N MNOBbILLEHVE KBanudmkauun B
obnactn 6e3onacHoCTY;

- ycrnoBust 6e30MacHOCTU COEAUHEHWW, KOTOpble [OOSPKHbl BbIMOMHATLCA W
NpoBEPATLCA rnepep, OCyLEeCTBIIEHNEM COeQUHEHUSA C APYTMMWN YCTPOUCTBaMMU;

- CTaHOapTHble CXeMbl YnpaBneHus uHUmgeHTamu  MHAOPMaLNOHHOW
©e30nacHOCTN B paMKax BCen opraHnsauuu.

Mocne onpepeneHnsa ctpaterna 6e30nNacHOCTU M ee COCTaBnsAoWME OOIDKHbI
ObITb BKIOYEHLI B NONMTUKY 6e3onacHocTn UTT opraHmsaumu.

4.2 Nepapxusi NONUTUK

MormTnka 6€e30nacHOCTM OpraHM3auum MOXET COCTOSTb W3  NPUHLMNOB
BGe3onacHOCTN N OUPEKTUB ANA opraHm3auumn B uernom. MNonutuka 6esonacHocTu
opraHu3aumm [ofbkHa oTpaxaTb 0onee LWMPOKUA KPyr acneKkToB MNOSUTUKK
opraHmMsauum, BKIlOMaa  acnekTbl, KOTOpble KacalwTCA npaB  JIMYHOCTH,
3aKkoHogaTerbHbIX TPebOBaHUN N CTaH4APTOB.

MormTnka nHdopMaunoHHOM ©6e30MacHOCTU MOXET coaepxaTb MPUHUMMALL K
AVIPEKTMBLI, CneuuguiHble Ons 3awuTbl YYBCTBUTENBHOM M LEHHOW WM MHOWU
BaXHOM ANnsa opraHudaumm wuHdopMauun. Copepxawmecss B HEN NPUHLMNGI
CTPOATCS Ha OCHOBE MPUHLUMUMOB MOMMUTMKM Ge30MacHOCTU U, Takum obpasom,
corflacoBaHbl C HAMWN.

Mormtnka 6e3onacHocTn UTT opraHM3aumm OospkHa oTpaXaTb CYLECTBEHHbIE
npyHUMnbl  6e3onacHocT WTT W OWPEKTUMBBLI, MNPUMEHUMbIE K MONUTUKE
©e3onacHOCTM U nommTuke uMHAOPMaUMOHHOM ©e3onacHoCTW, U MOPSAOK
ncnone3oBaHna ATT B opraHnzauunu.

Mormtnka 6e3onacHocTn UTT gormkHa oTpaxaTb NpuHUMNbI 6e3onacHoOCTU m
AVPEKTUBBI, coaepxawmecs B normtuke 6esonacHoctn UTT opraHmsauun. OHa
O0JSPKHA Takxe cogepXxaTb Aetany ocobbix TpeboBaHmin 6€30MacHOCTU N 3aLLMTHBIX
Mep, noarexawumx peanusaumm, M Npoueaypbl MpaBuUbHOMO UCMOSb30BaHNS
3aWMTHBLIX Mep Ana obecneveHns agekBaTtHon GesonacHocTu. Bo Bcex cnydasix
BaXHO, YTOObI NpuHATLIM noaxon 6bin adhpekTMBEH B OTHOLLEHUM MOTpPebHOCTEN
Ou3Heca opraHm3auuu.

B HekoTopbIx cnyyasx normmtuka 6esonacHocty UTT moxeT ObITb BKItoYeHa B
COCTaB TEXHUYECKOW U ynpaBrieHY4eCKon MONMTUKN OpraHn3auumn, Kotopble BMecTe
COCTaBNAT OCHOBY nonmtukn UTT. OTa nonuTuka 4oSpkHa coaepKaTb HECKOSbKO
ybeauTenbHbIX NONIOKEHWIA BaXXHOCTU 6e30nacHOCTU, ecnm oHa Heobxoguma ans
cobrntogeHna gaHHon nonmTuku. lMNpumep mnepapxmyeckmx OTHOLLEHWW, KOTopble
MOTYT BO3HUKATb Mexay nonmMTukamun, nokasaH Ha pucyHke 3. BHe 3aBucumocTn ot
OpraHM3auMOHHON CTPYKTYPbl WM OOKYMEHTauuu, MNPUHATON B OpraHu3auuu,
BaXHO, YTODObI y4UTbIBANMCb pasfinyHble CTOPOHbI NOSIMTUKN N NOALepXuUBanachb ux
COrMacoBaHHOCTb.



PucyHok 3 - Uepapxusa nonuTuk

BHIHEC-NONWTHKE OpraHM3aLIWG,
BLITEKANWAR W3 Uanad W cTpaTariy

OPraHW3aLMA
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MonuTuxa GE30NACHOCTH Nonuruxa MTT
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* nybuHa wepapxmm (4MCHO CrfioOB) 3aBUCUT OT HECKOSbKUX (hakTOpOoB
(Hanpumep pasmepa opraHMsauun).

PucyHok 3 - Nepapxusa nonmTuk

[pyrme ©Gonee AetanbHble nNOMMTUKKM  Be3onacHocTn  Tpebytotca anga
cneundmyecknx cuctem n ycnyr uim rpynn UTT n ycnyr. 3TN NonnMTUKM 0BbIYHO
N3BECTHbI Kak nonmtunkn 6esonacHoct UTT. C nosvunin ynpaBreHNss O4EHb BaXKHO,
4YTOOBI UX NpPegMeT U rpaHvubl OblM ACHBI U Bas3npoBanMCb OQHOBPEMEHHO Ha
OusHec-TpeboBaHNSAX N TEXHUYECKUX TpeboBaHUSIX.

4.3 dnemMeHTbl NONNTUKN 6e30nacHOCTU MHPOPMaLMOHHO-
TeNeKOMMYHUKaLUMNOHHbIX TEXHONOrMU opraHn3aumm



Mormtuka 6esonacHoctn WTT pomkHa dopmupoBatbCs, Ucxood U3
cornacoBaHHbIX Uenel u cTpatermn 6esonacHoctv WTT  opraHusauuw.
Heobxogumo BblpaboTate W coxpaHAaTb normTuky 6esonacHoctn  UTT,
COOTBETCTBYIOLLYIO 3aKoHoAaTenbCTBY, TpeboBaHMAM perynmpyrowmx OpraHos,
nonutuke B obnactn 6musHeca, 6esonacHocTn n nonutnke ATT.

Uem 6onee opraHusaums nonaraetcs Ha UTT, Tem BaxHee ee 6e30MacHOCTb,
KoTopasi obecneymBaeT BblNorHeHne 6usHec-3agad. [Npyn hopmMmnpoBaHUM NONUTUKK
6esonacHocTn UTT cneayet NoMHUTL 06 0COBEHHOCTAX KYmbTYpbl, OKPY>KatoLLEW
cpedbl opraHu3auumn, MNOCKOSIbKY OHWM BIMAKOT Ha nogxod K 6esonacHocTw,
HanpyMmep Ha 3aWwmMTHble Mepbl, KOTOpble MOryT ObITb Jfierko MpUHATLI B OOHOW
cpege n 6biTb abCoOMOTHO Henpuemnembl B Apyron. [esaTenbHocTb B obracTu
Oe3onacHOCTW, U3MNoOXeHHaa B  nonutuke 6esonacHoctn  WUTT, mMoxet
OCHOBbIBAaTbCA Ha OpraHM3auMOHHbLIX Uensax W cTpaTerusx, pesyrnbrarax
npeabiaywmx uccrnegoBaHni Mo OUEHKe M YNpaBfieHUo PUCKOM, pesyrbTaTtax
MEepOrNpUATUA MO COMPOBOXOEHUIO CO3JaBaeMblX 3alMTHbLIX Mep, MOHUTOPUHreE,
ayoute n aHanmse 6esonacHoctM UTT B npouecce Tekywen OeATeNlbHOCTU U
otyetax 006 wuHumgeHTax ©6es3onacHocTu. Jliobass cepbesHas yrposa Wmnm
YyS1I3BMMOCTb, 3aMeYeHHasi B XoAe AaHHbIX MEPONPUATUA, A0IPKHA ObITb COOTHECEHA
C MNONUTUKOW OpraHuM3auun, OnuCbiBaloLWEN OOWMIN MNOAXO4 K PELLUEHUID 3TUX
npobnem 6e3onacHocTW. [leTanbHble AENCTBUS WU3NaralTcsa B PasfNYHbIX
nonMtmukax 6esonacHocTn WUTT wnm gpyrmx BcrnoMoraTeslbHbIX [AOKYyMEHTaXx,
HanpuMMep B OpraHn3auMoHHbIX MeTogax 6e3onacHOCTMW.

B paspaboTtke nonmtunkmn 6esonacHoctn UTT opraHmdaumm OOmkHbI NPUHUMATD
yyacTue NpeacTaBUTENM HanpaBneHN, CBA3aHHbIX C:

- ayauToMm;

- NpaBoM,;

- pmHaHCcamu;

- NHOPMALMOHHBLIMW CUCTEMaMK (CNeLManmncTbl 1 NONb3oBaTenn);

- KOMMYHasbHbIMU  CIy>XOaMu/MHApacTpyKTypon (rmua, oTBevarwme 3a
34aHns1, pasMeLleHne, anekTpocHabXXeHne 1 KoHOMLNOHMPOBaHKME);

- MepcoHarowm;

- 6e30nNacHOCThLIO;

- PYKOBOACTBOM.

B cootBetctBMM C uenamm 6e3onacHOCTUM W cTpaTerven, nNPUHATON
opraHusaumen ons OOCTUXKEHUS] 9TUX Lenen, onpeaenseTcsa Haaliexalmin ypoBeHb
agetanmsauun  nommtukn  6esonacHoct  UTT  opranmsauun.  NMonutuka
6e3onacHocTn TT gormkHa pacnpoCTpaHATLCS Ha:

- NpeamMeT 1 3agaym 6e30nacHoOCTY;

- uenv 6e30nacHOCTM C y4eTOM MPaBOBbIX U perynmpyowmx obsasatenscTs, a
TaKxe ¢ y4eToM GusHec-Lenen;

- TpeboBaHua ©GeszonacHoctn UTT k obecneyeHnio KOHGMAOEHUMANbHOCTMW,
LLeNTOCTHOCTW, AOCTYNHOCTW, 6e30TKa3HOCTWU, MOAOTYETHOCTU N ayTEHTUYHOCTU
NMHGpopMaLIMK 1 cpeacTB ee 06paboTKy;

- CCbIJIKM Ha CTaH4apTbl, fiexalwme B OCHOBE AaHHOW MONUTUKNK;

- agMWHUCTpUpOBaHME WHAGOPMaLMOHHON 6e30onacHOCTK, OxBaTbiBalOLEe
opraHu3auMOHHbIE N HAUBUAYarNbHbIE OTBETCTBEHHOCTU U NOSTHOMOYMS,

- NOAX0[, K YNPaBSiEHNO PUCKOM, NPUHSTBLIA B OpraHu3auuu;

- MeTo[, onpeaeneHns NpUopmuTETOB peannsau iy 3almTHbIX Mep;



- ypoBeHb 6€30NacHOCTM N OCTaTOYHbLIA PUCK, onpenensemMbiii PyKOBOACTBOM
opraHu3auuu;

- obwpe npaBua KOHTPOMS 4OCTyna (JIorM4ecKnin KOHTPOMb 4OCTYNa, a Takxe
KOHTPOMb dM3MYEeCKOro [ocTyna B 34aHUd, MOMELWEHUd, K cuctemam Wu
NHcopmauun);

- nogxoAbl K 0CBEAOMIIEHHOCTN O 6e30MacHOCTU M NOBbLILLEHNE KBanugukawmm
B obractn 6e30nacHOCTM B pamKax opraHu3aumu,;

- Npouenypbl NPOBEPKM U NogaepaHna 6e30nacHoCTY;

- 06Lwpe BOMpoChI 3alLpThl NepcoHana;

- cnocobbl, KOTOpPbIMK NONUTMKa 6esonacHoCcTM ByaeT AoBeaeHa 40 cBeaeHus
BCEX 3aMHTEepPeCcOBaHHbIX NNL;

- YCNOBMS aHanM3a unm ayauTa nonmtmkm 6e3onacHocTy;

- MeTOo[, KOHTPOSA N3MEHEHMN B NONUTMKE BEe30MacHOCTW.

OpraHusaumm OOSMKHbI OLEHUTb CBOM TpeboBaHWs, OKpYXaloLlyto cpeny W
YPOBEHb pasBUTUS W ornpenenuTb Hauboree OTBevaloLytd UM creumngmyeckyro
npobriemy 6esonacHocTn. ATa nNpobnema BKYaeT B cebs:

- TpeboBaHusA 6e3onacHoCcTH UTT, Hanpuvep TpeboBaHuA
KOH(mMOeHuMansHoCTw, LLeNOCTHOCTWN, AOCTYMNHOCTM, HEeOTKa3yemocCTw,
ayTEHTUYHOCTU U [OCTOBEPHOCTU, OCOBEHHO C Y4EeTOM MHEHW BragenbueB
aKTVBOB;

- OpraHmM3aLoHHY MHAPaACTPYKTYPY M pacnpeaeneHme obs3aHHOCTEN;

- MHTerpaumio 6e30MnacHOCTM NPU COBEPLLEHCTBOBAHUM CUCTEMBI 1 3aKyrKax;

- onpenerneHe MeTo4oB U YPOBHEN Kraccudmkaunum nHgopmauny,

- CTpaTernto ynpasnieHnsa puckamu;

- NNaHMpoBaHWe HenpepbIBHOCTN BU3Heca;

- BOMPOCLI, CBSA3aHHble C nepcoHanomM (ocoboe BHUMaHWE AO0IMKHO ObliTb
yOeneHo nepcoHary, 3aHMMarowemMy OTBETCTBEHHble [LOOSMKHOCTWU, TakKoMy Kak
TEXHUYECKUI NepcoHan U CUCTEMHbIE aAMUHUCTPATOPbI);

- OCBEAOMIIEHHOCTb M 06y4eHne nepcoHana;

- NpaBoOBbIE U perynmpyolme o6a3aTenscTBa;

- MEHE)KMEHT, OCYLLECTBIISEMbI HE3aBUCHMMbIM 3KCMEPTOM;

- ynpaBneHne nHumngeHTamm nHopmauoHHon 6e3o0nacHOCTH.

Kak oTMeu4eHo Bbille, pe3ynbTaTbl UCCNeaoBaHuM No OLLEHKE puUcKa, MPOBEPOK
COOTBETCTBMA 6e30nacHOCTM U MHUMOEHTOB 6€e30nacHOCTM MOMyT OKasbiBaTb
BNMsiHME Ha nonmtuky 6esonacHoctn UTT opraHusaumn. 3TO, B CBOK oYepenb,
MOXeET noTpeboBaTb NepecMoTpa UM COBEPLLEHCTBOBAHMS paHee onpeaesieHHON
cTpaTermm unm nonmMTuKn 6e3onacHoOCTW.

[nsa obecnevyeHns agekBaTHOM NOAAEPKKM BCEX CBA3AHHbIX C 6€30MacHOCTbIO
mMep normmTuka 6esonacHoctn WUTT pormkHa 6biTb ogobpeHa pyKOBOACTBOM
opraHu3awun.

Ha ocHoBe nommutukn 6esonacHoctn WTT AomkHbl ObiTb NOLFOTOBIIEHDI
AVPEKTUBHBbIE YKa3aHusl, obsi3aTenbHble A5 BCEX PyKOBOAMUTENEN N COTPYAHUKOB
opraHu3aumm. 3TO MOXeT noTpeboBaTb NOAMUCAHUSA KaObiM COTPYAHUKOM
AOKYMEHTa, NoaTBepKaatoLLero ero o6s3aHHOCTN B pamMkax 6e30nacHOCTM JaHHOM
opraHudaumn. [anee cregyet passBuBaTb UM OCYLLECTBMATbL  Nporpammy
OCBEAOMIIEHHOCTM 0 6e30MacHOCTN, Pa3bACHSIOLLYO 3T 0653aHHOCTM.

[ormkeH OblTb Ha3Ha4YeH OTBETCTBEHHbLIM 3a MNONUTUKY Ge3onacHocTn UTT,
KOTopbln OdofmkeH obecneymMBaTb COOTBETCTBME MONMUTUKM TpeboBaHuaM U
aKTvanbHOMY cTaTvcy AaHHOM opraHu3dauun. O6bIMHO MM ABMSETCS COTPVAHUK



cnyxbbl 6e30nacHOCTW, KOTOPbIN HeceT OTBETCTBEHHOCTb 3a criegyloume
OENCTBUS: NPOBEPKY COOTBETCTBMSA 6e30nmacHOCTU, peBu3unto, ayaut, obpaboTky
VWHLUUAOEHTOB, BbiABNEHME criabblix MecT B 6e30nacHOCTN 1 BHECEHNE N3MEHEHU B
nonutnky 6esonacHoctn UTT opraHu3auumm, KOTopble MOryT notpeboBaTtbCs Mo
pe3ynbTaram Noao6HbIX AENCTBUN.

5 OpraHu3auMoHHbIe acrneKkTbl 6e30nacHoOCTH
MH(POPMaALUNOHHO-TENIEKOMMYHUKALNOHHbIX
TeXHONnormu

5.1 CnyxebOHble 00653aHHOCTU U OTBETCTBEHHOCTb



5.1.1 CnyxebHble 006s3aHHOCTU, NOAOTYETHOCTL U OTBETCTBEHHOCTbL B
opraHusaummu

OdpekTBHaa 6Ges3onacHOCTb TpebyeT MNOAOTYETHOCTU, UCYEPNbIBAKOLLErO
onpeaeneHs n npusHaHua obasaHHocTen B cpepe 6esonacHocTn. PykoBoacTBo
AOSPKHO OTBevaTb 3a BCe acnekTbl YynpaeBneHust ©e30nacHOCTb, BKIOYas
NPUHATME peLleHnin No ynpaeneHnto puckamun. OTaeneHble ee hakTopbl, Takmne Kak
VN, popma permcTpauumn, pasmep U CTpPyKTypa opraHu3aumu, NoBnMsOT Ha TO, Ha
KakoMm ypoBHe 6yayT onpegerneHbl 3Tn obsasaHHocTU. besonacHoctb UTT - aT1o
MeXaucuunMHapHass Tema, OoTHocsAwasaca K kKaxgomy npoekty UTT M Ko BcemM
nonb3oBaTenidM  BHYTpU  opraHu3aumi.  Hagnexawee — onpegeneHne u
pasrpaHu4yeHre nogoTYETHOCTW, cneundmyecknx CryxebHbix o06s3aHHOCTEN WU
OTBETCTBEHHOCTU OO/kKHO obecnevmBatb 3GEKTUBHOE U KBanMdmLMpoBaHHOE
BbIMNOSIHEHNE BCEX BaXHbIX 3a4a4. B Manbix opraHnsaumsax nx pykoBOACTBO MOXET
NCNONHATL 0683aHHOCTK, CBsi3aHHble C 6e30MacHOCTbIO, MO0 Apyrve COTPYAHUKN
MOryT BbIMOMNHATb ABe U Bonee dyHKum 6e3onacHocTu. B nogobHbIX cryydasix ons
NCKINOYEHNS KOHJINMKTa MHTepecoB M obecnevyeHnss HeobxoauMmoro pasgesieHus
CNyxebHbIX 0693aHHOCTEN HY>KHbI HE3aBUCUMbIE PEBU3UM.

Xota aTa Uuenb MoOXeT OblTb [OCTUrHyTa MpyM  MNOMOLLM  Pa3fMYHbIX
OpPraHM3aLMOHHbIX CXEM, 3aBUCALUMX OT pa3Mepa U CTPYKTYypbl opraHu3auuv, B
KakOon opraHmsauun  OOIpkHbl  MPUCYTCTBOBATbL — criegyolme  cryxebHble
06513aHHOCTH:

- coBer no 6esonacHocty WTT, kKoTopbln  OObIYHO  peluaeT
MEeXOUCLUMNIMHAPHbIE BOMPOCHI, AAE€T KOHCYNbTauun U pekoMeHOyeT cTpaTeruu,
o000psAeT NONMTUKKN 1 NPOLLEAYPbI;

- agMmuHucTpaTtop ©6e3onacHoctTn UTT, KOTOpbIA CBA3biBAaeT BOEOUMHO BCE
acnekTbl 6€30nacHOCTM BHYTPWU OpraHn3auuu.

CoBeT no 6e3onacHOCTM U agMUHUCTpaATOp 6Ge30nacHOCTU AOMMKHblI UMETb
CTPOro onpeaeneHHble N YEeTKO CGopMYrMpoBaHHbIE 06S3aHHOCTM U 4OCTaTOYHbIE
nonHoMmoumns anst obecneyeHns BbINOSHEHUA MOMMTMKM ©Ge3onacHocTn UTT.
OpraHusaums obsizaHa npegocTaBUTb agMUHUCTpaTopy 6e30nacHOCTU YeTkme
MeXaHn3Mbl B3aMMOAEeNCTBUsS, 0653aHHOCTU U MOMHOMOYMS, @ ero 0BA3aHHOCTU
AOkHbl 6bITb 0gobpeHbl coBeToM no 6e3onacHocT UTT. BbiNonHeHne aTuX
OYHKLMIA MOXKET ObITb 4ONOSIHEHO NPUBIIEYEHNEM BHELLHMX KOHCYSIbTAHTOB.

Mpumep OTHOLLEHMM Mexay aaMuHucTpaTopom 6esonacHoctn UTT, coBeTom
no ©e3onacHocth WTT v npeactaBuTensaMuM OpyrMx CTPYKTYpP B pamkax
opraHmsaumm, Takux Kak nosi3oBatesnim u nepcoHan UTT, nokasaH Ha pucyHke 4.
OTUW OTHOLLEHNST MOIYT HOCUTb YNpaBneHYecKuin nnm yHKLMoOHanbHbIN XxapakTep. B
npeacTaBneHHOM Ha pucyHke 4 npumepe opraHm3aumm 6esonacHoctn UTT
nokasaHbl TpW OPraHM3auMOHHbIX YpPOBHA. OHM B LENOM BbITEKAT U3
KflaCCMYEeCKOon OpraHM3aunoHHON CTPYKTYpPbI, TAKOW Kak kopnopauus/genaptameHT
unn  ueHTp/busHec-nogpasgerneHne, Ho MoryT ©OblTb Jierko  aganTUpPOBaHbI
NPUMEHNTENBHO K fMOOON OpraHMsauumn yBeNMYEHNEM WM YMEHbLUEHWEM 4uCna
YPOBHEN B COOTBETCTBMM C MNOTPeOHOCTAMM opraHu3auumn. Manble nnu cpegHue
opraHu3aumm MOryT BO3JMOXUTb Ha agMuHucTpaTtopa ©esonacHoctn UTT Bce
004a3aHHOCTU, CBA3aHHble ¢ 6e3onacHocTbl. Korma 064a3aHHOCTU 00 beanHATCS,
BaXHO obecrneynTb COXpaHeHWe COOTBETCTBYHLUEro KOHTponsa u 6anaHca, 4ToObl
n3bexatb KOHLEHTPaUUn B OOHUX pyKax CANLLKOM 60sbLUIOM OTBETCTBEHHOCTU 6€e3
BO3MOXHOCTM OKa3blBaTb BIIMSIHWE UM OCYLLECTBNATL KOHTPOSTb 0653aHHOCTEMN.



PucyHok 4 - lNpumep opraHusauum 6e3onacHocTy MHPOPMaLMOHHO-

TeneKOMMyHI/IKaLWIOHHOﬁ CUCTEeMbl

PykoeoacTec
OpradMiaL4u
|
AQMUHWCTDATOD
Be3onacHOCTY
OPraHA3aLIWH
I
AQMUHKCTDATOD
GasonacHoCTH
WTT
NonuTuka
BeacnacHoCTH
HUTT
YpoaeHb OpraHHIaLmMK.
Yposére OENAPTAMEHTA
Mpeacrasuranufu) ATT i ALMURHCTPATOP GE30NacHOCTH H'I'I';
,‘ HenapTamedT HnW Guasec-equHiLa
/
PRACTABMTEN L3OBATENAMA MonuTvia GaspnacHocTH
L ? t-:;1£'rr:d-I s WTT penapTameHTa
N BHIHEC-SUHALLI
¥poRaHs NpoaKTa
MHHHHI?TP‘ETDP WM CHECTEMBI
BaaoNAcHOCTH
npoakta wnu MTT
AQMRHHCTPATOP
6a30NacHOCTH
alT MonwTuxa Ge3onacHoCTH
uTT npoexTa

WM CHETEM B



* Tonbko B genaptTamMeHTax 4oCTaTO4YHOro pasmepa.
————— - CNyebHble 0653aHHOCTY;
- OpraHM3aLMOHHbIN YPOBEHb

PucyHok 4 - T[lpumep opraHmsauum 6e3onacHOCTM  MHAOPMAaLMOHHO-
TeNeKOMMYHMKaLNOHHOW CUCTEMBI

5.1.2 CoBeT no 6e3onacHOCTM UH( OpMaLMOHHO-TENE KOMMYHUKALNOHHbIX
TeXHOJS10TUN

B coser no 6e3onacHoctmi WUTT porpkHbl BxoauTb Noawn, obnagarowme
AoCTaTovHOM KBanudmkauuven, 4Tobbl JaBaTb KOHCYMbTauuMuM U pekoMmeHdaumm B
OTHOLLEHUM CcTpaTernin, onpenensatb TpeboBaHus, OPMYyNMpPoOBaTb MOMNUTUKY,
paspabaTtbiBaTb nporpammMy ©e30nacHOCTW, MPOBEPSATb WX BbINOSHEHWE W
pykoBoAuTb agMuHucTpatopom 6GesonacHoctn WTT. CoBeT MOXET yxe
CyLWECTBOBATb B pamMKax OpraHMsauun unn, Yto npegnodTuTenbHee, MOXeT ObiTb
co3faH otaenbHbir coBeT no 6e3onacHocTn UTT. B o6a3aHHOCTM Takoro coBeTa
U KOMUTETA BXOAUT:

- KOHCynbTupoBaHue ynpaensiowero komuteta WTT no Bonpocam
cTpaTerM4eckoro nrnaHnMpoBaHusa B cdepe 6€30nacHoOCTY;

- popmynumpoBaHue nonutukn 6esonacHocTn UTT B nogaepxky ctpaterum ATT
N cornacoBaHue ¢ ynpasnsatowpmm kommutetom no ATT (ecnm cywecTByeT);

- TpaHCMpoOBaHMe NonNMTMKKM 6Ge3onacHoCTK B nporpaMmmy 6esonacHocTn UTT;

- MOHUTOPWHT peanu3aumm nporpammbl 6esonacHoctn UTT;

- aHann3 3pdekTMBHOCTM NonMTMKKM 6esonacHocTn UTT;

- NOBbILLEHNE OCBEAOMINEHHOCTM O Bonpocax 6e3onacHocTtn UTT;

- KOHCYNbTMPOBAHME OTHOCUTENBLHO PECYPCOB (FMOACKUX, OEHEXHBIX, HAYYHbIX U
T.4.) ONa nogaepXaHusi npouecca nfaHMpoBaHWs W peanusaumyM nporpamMmbl
©6es3onacHoctun ATT;

- PELLEHNE MEXOTpPaceBbIX Npobnem.

Ons ©onblen agdpeKTUBHOCTM COBET AOSPKEH BKMOYATb B CBOM COCTaB
YSIEHOB, UMEIOLLMX NOArOTOBKY B 06nacT 6e30nacHOCTU U TEXHNYECKMX acneKkToB
NTT, a Takxke npeactaButenen npoeangepoB n nonb3oBatenen UTT. 3HaHus n
OnbIT B 3TUX cdepax Heobxoanmbl Ans paspaboTku nonmntukn 6esonacHocTn ATT.



51.3 AomMmuHuncTpatop Ge3onacHoc™ MH¢p opMaLMOHHO-
TeJs1Ie KOMMYHUKALMUOHHbIX TeXHONOrnn

OTtBeTcTBEHHOCTb 3a ©Oes3onacHoctb WTT pomkHa ObiTb BO3NOXeHa Ha
KOHKpEeTHOro agmuHmuctpatopa. AomuHucTpatop 6e3onacHoctn WUTT  gorpkeH
urpatb porb LUEHTpa Ansa Bcex HanpasneHun 6e3onacHocth UATT B pamkax
opraHusaumm; TeM He MeHee, agmuHucTpatop 6e3onacHocT UTT  mMoxet
aernervposatb  OPYroMy COTPYOHWKY HEKOTOopble CBOW MOSHOMOYMA. Takow
COTPYOHUK MOXET B35iTb Ha cebs AonornHUTensHO 0653aHHOCTUM agMUHUCTpaTopa
B6esonacHocTn UTT, XOoTs B CpeAHUX U KPYMHbIX OpraHu3auusix pekomeHayeTcs
OpraHM3oBbIBaTh CreumnarnbHyl0 AOSPKHOCTb. B KpynHbIX opraHu3aumsix MOXeT
CyLWecTBOBaTb CeTb agMWHUCTPATOPOB ANA noAapasfeneHuin, aenapTameHToB U
T.4. B kauyectBe agmuHucTpatopoB OesonacHocth UTT v agMuHUCTpaTOpOB
besonacHocTn WTT pagna  AgenapTameHToB/nodpasgernieHnin  npeanovTUTesnibHO
oTbupatb nogen ¢ obpasosaHem B obnactm 6esonacHoctv U UTT. B
0b64a3aHHOCTN agMUHUCTpaTopa 6e3zonacHocTn ATT BxoauT:

- HabngeHve 3a peanuaaunen nporpaMmmel 6esonacHocTn UTT;

- noggepxaHue KOHTaktTa ¢ coBeToM Mo 6esonacHoctn WUTT wu
agMuHucTpaTopom 6esonacHocTn UTT 1 npegocTaBneHne MM OTYETOB;

- ony6nnkoBaHue u nogaepxka nonutmkn 6esonacHoctn ATT n gMpekTuB;

- KoopaMHauusa paccregoBaHus MHLWOEHTOB;

- ynpaBlieHne nporpaMmMon OCBEOAOMIIEHHOCTM O ©e30MacHOCTU B pamKax
opraHusauuu;

- yCTaHOBNEHME Lenen n kputepmnes 6ezonacHocTn ATT, ncxoasa ns NonuTuK;

- aHanu3, ayguTt 1 MOHUTOPUHI 3hdEKTMBHOCTU KOHTPONA 6€30NacHOCTY;

- aHanu3, ayauT 1 MOHUTOPUWHI CTPOroro cobnogeHnsa npouenyp 6esonacHocTn
UTT B opraHunsaumn.

CnyxebHble 0064a3aHHOCTM MOryT OblTb pasgeneHbl C y4eToM pasmepa
opraHu3auum, CIOXHOCTU CUCTeMbl 0Ge30macHOCTU M ApYyriMX ee  3HaYUMbIX
ocobeHHocTen (cm. 5.1.1).

lNMpumepsbi - Qenezupyembie ¢hyHKUUU Mo2ym 6bImb criedyroujumMu:



a) admuHucmpamop 6e3onacHocmu rpoekma UTT.

OmoenbHblie nNpoekmMbl uslu cucmembl OO/DKHblI UMemb Jluy,
omeemcmeeHHbIx 3a 6e3onacHOCMb, KOMOPbIX UHO20a Ha3biearom
admMuHucmpamopamu 6e3onacHocmu npoekma UTT. B pside criyyaee makue
ob6s13aHHOCMuU Mo2ym 6bimb OonosiHUmesibHol Haz2py3kol. Pykoeodcmeo
makumu adMuHucmpamopamu OOJDKeH ocyuw,ecmesisimb aOMuHucmpamop
6eszonacHocmu UTT. AodmuHucmpamop 6e3onacHocmu MWTT siensiemcsi
UeHMPOM @&cex cesi3aHHbIX C 6e30MacHOCMbIO acrneKkmoe npoeKkma,
cucmembl Usu 2pynnbl cCUCMeM.

O6si3aHHOCMu admuHucmpamopa 6e3onacHocmu npoekma WUTT
eK/Iroyarom e cebsi:

- noddep)xaHUe KOHMakma ¢ aOMuHucmpamopom 6esonacHocmu UTT u
npedocmaesieHUe eMy om4emos,

- ebipabomky u peanu3auyuro niaHa 6esonacHocmu OJsisi KOHKPEmMHo20
npoekma,

- MeKyw,uti MOHUMOPUH2 peasiu3ayuu U ucroJsib308aHus 3aWUmHbIX Mep
e chepe UTT,

- nepeoHavYasibHoe paccrsiedoeaHue u codelicmeue e paccriedoeaHuu
UHUYudeHmMos;

8) admMuHucmpamop 6esonacHocmu UTT.

B cpedHuUx u KpynHbIX oOp2aHu3auyusix, Kak npaeusio, cyuwecmaeyrom
¢byHKUUU Os15s1 Oesle2upo8aHHO20 yrnpaesieHusl, eK/oYaroujue e cebs:

- UCIoJIHEeHUe U npuMeHeHue npouedyp 6eszonacHocmu UTT,

- aOMuHUcmpuposaHue 6e3onacHocmu cucmem u cemdu,

- 0o6HoesieHue cneyughudeckux npoz2pamMm 6e3onacHocmu (Hanpumep
aHMueUupPYCHbIX MNpo2paMM, eepcull npo2paMMHO20 obecneyeHusl),
npoz2paMmMHo20 obecreyeHus,

- aOMuHucmpupoeaHue cneyuguyeckux = Memodooe KOHMPOJIsi
6e3onacHocmu, Hanpumep pe3epeHbIX Komnutll, Crucka KOHmMpoJssi docmyna u
m.o.

AOmMuHuUcmpamopsl 6e3onacHocmu OOJIKHbI umMems
coomeemcmeyruwyro nMoo20moeKy Onsi rnpoeedeHuUsi crneyuasibHbIX
Meponpusimull u NPUMeHeHUs1 cneyuasnbHbIx cpedcme 3auumabl.

514 Nonb3oBaTtenu WH( OpMaLIMOHHO-TE e KOMMYHUKALNOHHbIX
TeXHOJS1OTUN

Monb3osaterm UTT oTtBevaroT 3a:

- ucnonb3oBaHue NTT-pecypcoB B COOTBETCTBUM C MOSIUTUKOW, AUPEKTUBAMU U
npouenypamu;

- 3awmTy OU3HEeC-aKTMBOB B COOTBETCTBMM C MOSIMTUKOW, OMpPEeKTMBaMU W
npouenypamn 6esonacHoctn NTT.

5.2 OpraHn3aulMoHHbIe MPUHLUNDI



5.2.1 O6s3aTtenbCcTBa

Ona obecnevyeHnss 6e30MacHOCTM  aKTMBOB  OpraHu3auum  OOSPKHbI
cywecTtBoBaTtb 0bs3aTenbCTBa  PYKOBOACTBA  OpraHusauuMmM B OTHOLLEHWUM
obecneveHnss 6esonacHoctTn WTT. Jliobon akTUYECKU CyLIECTBYIOWMA WA
OCO3HaBaeMbll HeOOCTaTOK Takux obsasaTtenbcTB OyaeT noapbiBaTb AoBepuUe K
agomMuHucTpaTtopy 6esonacHocT UTT n 3HaumTenbHO ocnabnaTtb 3awmTy nNpoTuB
yrpo3. PesynbtatoM  noggepkkMm  CBepxy  OOfkHa  CcTaTb  odomumnanbHO
cornacoBaHHass W OOKYMEHTMpOBaHHas  nomuTtuka  6esonacHoctn  UTT,
BblTeKawowaa u3 nonmtukm 6esonacHocTn opraHm3auun. CylecTByrowas
KOHKpETHasi NofIMTUKA U ee KIYeBble 3NIEMEHTbI JOIMKHbI perynsapHoO OBOAUTLCSA
A0 cBefeHust paboTalolwmx B OpraHM3aumnm Ha NocTOSIHHOWM OCHOBE M MO KOHTPaKTY
n (rae ymMecTHO) nogyepKkmBaTb 3aMHTEPECOBAHHOCTL U NOAAEPKKY PYKOBOACTBOM
nonmtukn 6e3onacHoctn ATT.

Obsi3aTenbCcTBa pyKOBOACTBA OpraHM3aL 1 B OTHOLLEHMM 3aaa4 6e3onacHOCTH
BKMNOYaoT B ceds:

- NOHNUMaHWe obLLMX NOTPEBHOCTEN OpraHn3aLum;

- NOHMMaHue noTpedbHocTn B 6e3onacHocTn ATT B pamkax opraHnsauuu;

- AEMOHCTpaumo 064a3aTensCcTB B OTHOLWeEHMM 6e3onacHocTn UTT;

- HeobxoaMMocCTb 06 paLleHus kK noTpedbHocTam 6esonacHocTn UTT;

- HeOBXO0OMMOCTb BblAeNeHnsa pecypcoB ans 6esonacHocTn UTT;

- OCBEOOMIEHHOCTb Ha CaMOM BbICOKOM YPOBHE O TOM, 4TO 4BnseTcsA
cpeactBamm 6esonacHocth UTT m B 4emM OHa 3aknoyaeTca (BO3MOXHOCTMU,
OrpaHu4eHus).

Crnenyet nponaraHgupoBaTb LenM 6e30nacHOCTM BO BCEW OpraHuM3auuu.
Kaxgblh coTpygHuK, paboTaioumi Ha MNOCTOSIHHOW OCHOBE WM MO KOHTPAaKTY,
OOImKeH 3HaTb O CBOMX O0OOA3aHHOCTAX, OTBETCTBEHHOCTW, O BKMage B
6e3onacHocTb UTT u emy gormkHbl ObiTb NpeaocTaBrieHbl MOMHOMOYMA ANA UX
OOCTWKEHUS.

5.2.2 NMNocnepoBatenbHbIN NOAXO0A

Heobxoomm nocnegoBaTerbHbIA  NOAXOO4 KO BCEW OeaATenbHOCTM Mo
nnaHMpoBaHWIO, peanusaumm 1 ynpaeneHuto 6esonacHocTblo NTT. besonacHocTb
AokHa 6bITb ob6ecnedeHa Ha NPOTSKEHMUM BCErO XM3HEHHOMO LMKNa nHdopmaumm
nATT - OT nnaHnpoBaHUSa A0 NPUOBPETEHUS, TECTUPOBAHUSA N IKCNyaTaLlun.

OpraHusauuoHHass  CTPYKTypa, TMoKasaHHash Ha pucyHke 4, MOXeT
cogencTBoBaTb rapMoHuM3MpoBaHHOMY nogxony kK 6esonacHoct UTT BO Bcen
opraHusaumn. CTpykTypa gormkHa ObiTb OCHOBaHa Ha TPebOoBaHUAX U MOSIOXEHUSIX
MeXOYyHapOAHbIX, HaLMOHAsbHbIX, pPervoHasbHbIX, OTpacsieBblX CTaHOApPTOB WU
npaBun, W CTaHOApPTOB OpraHu3auun, MNpUMEHSIEMbIX B COOTBETCTBUM C
notpebHoctamn UTT opraHusaumn. TeXHUYECKME HOPMbl OOSPKHbI AOMNOSHATLCS
npasunamMmn n pekoMmeHgaumsiMmm no nx peanunsaumm n UCMonb30BaHUIO.

Mcnonb3oBaHne ctaHgapToB obecnevynBaeT:

- UHTErpmpoBaHHyto 6e30nacHoOCTb;

- (PyHKLIMOHaNbHYHO COBMECTUMOCTD;

- COrMacoBaHHOCTb;

- MOOUNBbHOCTD;

- 9KOHOMMIO CPeacTB;

- MEXXCETEBOE B3aMOOENCTBME.



5.2.3 UHTerpupoBaHune Ge3onacHoc UH¢ OpMaLMOHHO-
TeJs1Ie KOMMYHUKALMUOHHbIX TeXHONOrnn

[eatenbHocTb nNo 6Ge3onacHocTn 6Gonee adxpekTMBHA, €crim B pamMKax
opraHu3aummM OHa OCYLLECTBNSEeTCA eqMHO0bpa3Ho M C Havana XU3HEHHOro uuKna
cuctembl WTT. Tpouecc 6esonacHoctu WTT cam no cebe saBndetca
nocrnenoBaTenbHOCTBID  MHOXECTBa  MEepUoguyeckux OencTtBMrM U OOSPKeH
WMHTErpmMpoBaTbCH BO BCe dhasbl XM3HEHHOrO LuKria cuctemsl ATT. HecmoTps Ha To,
4yTO Be3onacHOCTb Hanboree adhekTNBHA B Crlydae UHTerpaumm B HOBYHO CUCTEMY
C CcaMoro Ha4ana, WuHTerpaumss ©e30nMacHOCTU OKaXeT  MNoSoXuTeslibHoe
BO3ENCTBUE Ha yxe paboTalowme cucteMbl U BU3HEC-OEATENbHOCTb Ha NMoboMm
aTane.

YKunsHeHHbIn umkn cucteMbl UTT MoxXeT ObITb pa3gernieH Ha YeTblipe OCHOBHbIE
dasbl. Kaxxgas ns atux gas cesidaHa ¢ 6esonacHoctoto UTT crnegytowwmm obpasom:

- NNaHupoBaHue - NoTpedbHocTn 6esonacHocT UTT AomkHbl ObITb YYTEHbI MpU
NMaHMPOBaHWUM U B NPOLLECCE NPUHATUS PELLEHNI;

- npuobpeTeHune - TpeboBaHnst besonacHocTn UTT gorkHbl 6bITh BKMOYEHBI B
NpoLeCCbl KOHCTPYMPOBaHUS, pa3paboTku, 3akynku, mogepHusaumm cuctem UTT.
NHTerpaums TpeboBaHnii 6€30nacHOCTM B YKa3aHHYH OeATENbHOCTb rapaHTUpyeT,
4YTO peHTabernbHble cpeacTBa M Mepbl, OTHOcAWMECs K cdepe 6Ge3onacHocTy,
OyayT CBOEBPEMEHHO peann3oBaHbl B JaHHON CUCTEME;

- TecTupoBaHue - TecTupoBaHme cuctembl ATT pormkHO BkMovatb B cebs
TECTMpOBaHME KOMMOHEHTOB, CBOWCTB M obcnyxwvBaHua ©Ge3onacHoctn WTT.
HoBble vnM M3MEHEHHbIE KOMMOHEHTbI ©e30MacHOCTU [OfPKHbI TEeCTUPOBATLCSA
OTAENbHO C TeMm, 4ToObl MOATBEPAMTb, YTO OHU (DYHKLMOHWUPYIOT LOSDKHBIM
obpa3om, a aanee, B OnepauMoHHOM OKPY>XEHUW, - A8 NOATBEPKOEHUSA TOrO, YTO
nx nHTerpaumnsa B cuctemy UTT He HapyLLMT XxapakTEPUCTUK KadecTBa UM CBOMCTB
B6e3onacHocTn. B TeueHne Bcex CTaguim XXM3HEHHOIO LIKKITA CUCTEMbI LOIMKHO ObITh
3annaHMpoBaHoO ee Nepuoanyeckoe TeCTUPOBaHUE;

- aKcnnyataumsa - 6GesonacHoctb WTT pomkHa OblTb WHTErpypoBaHa B
onepaunoHHyto cpeny. lNockonbky cuctemy UTT mcnonb3yloT AN BbIMOSHEHUS
onpeaeneHHbIX PyHKLMIA, OHa OOPKHA NoaaepXMBaTbCs B paboyeM COCTOSIHUA W,
Kak npaBwuro, NoAaBepraTtbCA CEpUM MOAEPHU3ALIMI, BKIHOYaOWMX B ceBs 3aKynKy
HOBbIX KOMMOHEHTOB TEXHUYECKMX CPeacTB, a Takke mMogudmkaumm unm
AOMNOSHEHUIO NporpaMmHoro obecnedeHnsi. K ToMy e OHa nogBepXeHa 4YacTbiM
N3MEHEHNSIM OMNepaunoHHON cpedbl. AT U3MEHEHUS MOryT co34aTb HOBblE
YSI3BMMOCTM CUCTEMbI, KOTOPblEe AOSMKHbI ObITb NPOaHaNM3npPOBaHbl N OLEHEHbI U
nMbo CHwxeHbl, b0 npuHATbl. CToMb Xe BaxHbl GesonacHad 3amMeHa wunm
nepenogYyMHeHne CUCTEM.

O6ecneyveHne 6GesonacHocTM UTT - NOCTOSIHHBLIA MNPOLLECC C MHOXECTBOM
obpaTHbIX CBA3EN BHYTPU U Mexay daszamm XU3HEHHOrO uukna cuctembl NTT. B
OOnbLUMHCTBE Cry4YyaeB cywecTByeT obpaTHas CBsA3b MeXay W BHYTPU BCEX
OCHOBHbIX COCTaBfatoLWMX npouecca obecnedvyeHnss 6esonacHoctn UTT. CeA3sb
AoSpkHa obecnevmBaTb HeNpepbiBHbIM MOTOK  MHGOpMauum 06 yA3BUMOCTSX,
yrposax 1 3awmTHblX Mepax B cucteme 6esonacHoctn UTT Ha NpOTsKeHUM BCeX
doas »n3HeHHoro uunkna cuctemol ATT.

Kaxxgoe HanpaeneHve Ou3Heca opraHusaumm MOXET Takxe onpeaendrb
yHUKanbHbole TpeboBaHus ©GesonacHocTm WUTT. Takne HanpaBneHus [OODKHb
B3auUMHO noaaepXxvBatb Apyr gpyra: obuwwmin npouecc 6ezonacHoctn UTT gorvkeH



obecneumBatb 0bMeH MHGopMaumen ob6 acnektax 6e3onacHOCTU B UEnax ee
NCNonb30BaHMsA A58 Npouecca NPUHATUSA peLleHnsi pyKOBOLACTBOM.

6 ®yHKUMM ynpaBrieHnsi 6e30NacHOCTbLIO
MH(pOPMaALMOHHO-TENIEKOMMYHUNKALMOHHBLIMMU
TeXHONOrmaAMMm

6.1 O6wune BONpoCkLI

[nsa ycnewHoro ynpaeneHust 6esonacHocTbto UTT Tpebyetca npumMmeHeHue
BUOOB AeATeNbHOCTU, HEKOTOPbIE N3 KOTOPbIX OCYLLUECTBIIAIT B COOTBETCTBUN CO
criegyowmm LIMKIOM:

a) nnaHnpoBaHue:
1) onpeaeneHne opraHusaumen TpebosaHuin no 6esonacHocTn UTT,

2) onpepnerneHve opraHusauuen Lenen, ctpaterni u nonmuTtuk ©6e3omnacHoCTU
UTT,

3) ycTaHoBreHe 0653aHHOCTEN N OTBETCTBEHHOCTU B pamMKax opraHu3aLuu,
4) paspaboTtka nnaHa no 6esonacHocTn UTT,

5) oueHKa puUCKOB,

6) peweHne 06 ob6paboTke pucka 1 BbIbope 3alUTHBIX Mep,

7) nnaHMpoBaHne HenpepbIBHOCTN OU3HeCa;

6) peanusauus:

1) cosgaHne 3alnTHBIX Mep,

2) ogobpeHue UTT,

3) paspaboTka M BbINOMHEHME MpOrpamMMbl OCBEOOMIIEHHOCTU MNepcoHana o
©e3onacHocTH,

4) ayanT-goyHKLMOHUPOBAHWE 3aLLMTHBIX Mep;

B) 9KcnnyaTtauusa 1 nogaepxka:

1) KOHTPOSb KOHMMrypauum 1 ynpasrieHne N3MeHeHNsIMu,
2) ynpaBreHune HenpepbiBHOCTbIO BusHeca,

3) aHanna, ayanut Wn MOHUTOPUHI, a TaKXe npoBepkKa CcOoOoTBETCTBUA
©e3onacHoOCTH 3a8BEHHbIM Tpe6OBaHI/IFIM,



4) ynpaBneHne nHunaeHTamm 6e3onacHoCTU MHopMaL .

6.2 BHewHue ycnoBus

[Mpwn ynpaBneHnn dyHKLMOHaNbHON OeATeNbHOCTLI0 B obrnacTn 6e3onacHocTH
HeobXxo4MMO y4UTbIBaTb BHELLHIOK Cpefy, B KOTOPOW AENCTBYET OpraHusauus,
NMOCKOSIbKY OHa MOXeET OKasblBaTb 3HauYuTeNbHOE BIMSIHME Ha oOWMA nogxod K
opraHu3aumm  MHopmMauunoHHon  6esonacHocT. B HekoTopbIX  crny4yasix
obecnevyeHne UWHGoOpMaUMoHHOM  6e3onacHOCTM  SABMSIETCS  NpeporaTuBom
rocygaapctBa, KOTopoe onpedensetr 00A3aHHOCTM W OTBETCTBEHHOCTb MNyTeM
NPUHATUA M BBOAA B OEWCTBME 3aKOHOB. B gpyrmx criydasix OTBETCTBEHHOCTb
BO3naraetcad Ha COOCTBEHHMKA WM MeHemxepa. B cBsA3n ¢ aTuM  MoxeT
CYLIECTBEHHO MeHATbCA noaxop K 6esonacHocTn UTT-opraHusaumu.

6.3 YnpaBneHue puckamm

[Mpouecc ynpaBreHUa puckamm [OOIKkeH OblTb HenpepbiBHbIM. B HOBbIX
cucteMax M B cCUCTEMAx, HaxoOsWMXCA Ha CTaguu NnaHMpoBaHus, ynpasrieHue
pUCcKamMu OOSPKHO ObITb YacTbio NpoLecca KOHCTPYMpoBaHUs U paspaboTku. B yxe
CYLLECTBYIOLLMX CUCTEMAX YrpaBrieHne puckamm 4OIPKHO OCYLLECTBAATLCS B 060N
noaxogawmm momeHT. [Npn npouecce NfiaHMpoBaHUS 3HAYUTESbHBLIX U3MEHEHUU B
cucTemax ynpaBfieHNE pUCKamMu OOSPKHO ObITb YacTbio 9TOro Npouecca U OOIMKHO
y4nTbiBaTb BCE CUCTEMbl BHYTPU OpraHusauum, a He NPUMEHATbLCS TOSMbKO K
KOHKPETHOW U30SIMPOBaHHOW CUCTEME.

ONEKTPOHHbIN TEKCT LOKYMEHTA

nogrotosneH AO "Koaekc" n cesepeH no:
odomumansHoe nsgaHve
M.: CtaHgapTuHdopm, 2007

Penakunsa ookymeHTa c y4eTom
M3MEHEHNN N OONONHEHUN NOArOTOBMNEHA
AO "Kopekc"
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